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Preface

This document explains how to use DIGITAL ServerWORKS
Manager network management product to manage DIGITAL servers.
It also provides detailed procedures for installing, configuring, and
using the ServerWORK S Manager components.

Audience

This guide isintended for the network administrator or server
administrator.

Prerequisites

To use ServerWORK S Manager effectively, you should be familiar
with the operational requirements for managing a network using the
Simple Network Management Protocol (SNMP).

Terminology

The terms “ Select" and "Choose" are used frequently in the
procedures presented in this guide to perform operations. Both terms
refer to specific mouse pointer or keyboard operations:

- Select—Move the mouse pointer to an item (icon,
command, name, and so on) and single-click the mouse
button, or use the specified set of keyboard keys.
Choose—Move the mouse pointer to an item (icon,
command, name, and so on) and double-click the
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operational mouse button, or use the specified set of
keyboard keys.

Related Information

DIGITAL ServerWORKS Manager Documentation

In addition to this user's guide, ServerWORKS Manager includes
extensive online help and other online-readable information.
See Appendix A for references to additional sources of information.

DIGITAL ServerWORKS Manager Order Information
For information about upgrading ServerWORKS Manager or other

DIGITAL software products, contact your DIGITAL Sales
Representative or Channel Partner.



Keyboard Conventions
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To Do This:

Press These Keys:

Scroll one window up or down

Go to the beginning of the list

Go to the end of the list

Move focus left or right

Move focus one line up or down

Move to next window

Move to previous window

Go to the next field

Go to the previous field

Go to the next group

Go to the previous group

Move the focus up or down without affecting
the state of the previous line (to add or
remove lines from a selected set)
Toggle the state of the focus item
Display Help

Display Help (from a console window)

PAGE UP or PAGE DOWN
CTRL+HOME
CTRL+END

LEFT or RIGHT ARROW
UP or DOWN ARROW
CTRL + TAB
CTRL+SHIFT+TAB
DOWN ARROW or TAB
UP ARROW or SHIFT+TAB
CTRL+DOWN ARROW
CTRL+UP ARROW
SHIFT+UP ARROW or
SHIFT+DOWN ARROW

SPACEBAR
F1
CTRL+ALT+F1
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Introduction

What is DIGITAL ServerWORKS Manager?

DIGITAL ServerWORKS Manager lets network and server administrators monitor and
manage:

DIGITAL servers, Alpha-based systems, and desktop and mobile PCs
Non-DIGITAL servers

Other network components, such as bridges, routers, hubs, printers, and so
forth

ServerWORK'S Manager’ s easy-to-use Windows-based interface and multi-language support
makes performing many common server and network management tasks much eesier.

From a single management console, you have accessto your entire network through the
ServerWORK S Manager's client/server architecture. ServerWORKS Manager usesthe
Simple Network Management Protocol (SNMP) for its primary communication with servers
running awide range of operating systems and the Desktop Management Interface (DMI) for
its primary communication with desktop and mobile systems. Both these industry-standard
protocols are used to monitor the network and its components for early signs of problems,
thus avoiding expensive downtime.
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Introduction

Why Install DIGITAL ServerWORKS Manager?

1-2

Asaserver or network administrator, you need to identify and address system and network

problems as soon as possible. Y ou would prefer to solve problems before they cause costly
downtimeto your users. Inyour business environment, DIGITAL ServerWORKS Manager
hel ps you handle awide variety of Situations and tasks:

Looking at your network configuration —Before you can manage your
network and its components efficiently, you need to know the elements that
make up your network. ServerWORKS Manager provides the ability to
discover your network and its current configuration¥including multi-vendor
serversand DIGITAL and NT clusters¥s and displays the information in a
hierarchy (tree view) or atopological map. Changes to hardware, such as
upgradesto DIMMs or Pentium Ils, are displayed in the System Browser. You
can customize views or create new ones to organize the view of your network to
reflect your corporate structure or job responsibilities. Y ou can query individual
components of the network.

Providing minimal health thresholds for environmental conditions —
ServerWORKS Manager alarm agents establish the first line of defense against
failures by monitoring power supplies, voltage, fans, and temperature for your
specific hardware. When alarm conditions are met, traps are sent to alert you
about potential and/or actual problems.

Monitoring usage—ServerWORKS Manager can provide baseline information
on parameters such as network adapter statistics, disk storage, and CPU use. It
lets you set dlarmsto notify you when the value of a parameter exceeds a
threshold that you define, allowing you to make adjustments before minor
problems grow into critical problems. By monitoring network traffic, disk
storage use, CPU use, and more, you can determine how to better balance the
system load and place resources where they are needed most.
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Monitoring intelligently—ServerWORKS smart agent polls for many
conditions locally, on the managed system, and only notifies the
ServerWORK S Management Console when an alarm threshold is reached,
saving considerable network bandwidth.

Managing assets—ServerWORKS Manager can help the | S team manage the
asset inventory. Y ou need to know not only what systems are on your network,
but how they are configured and whether components such as memory and
hard disks are adequate for present use and future software upgrades.

Monitoring clusters—ServerWORKS Manager discovers and manages
Microsoft NT clustersand DIGITAL NT clusters on DIGITAL X86 processor-
based and Alpha processor-based servers. ServerWORKS Manager sees the
servers and identifies them as cluster members.

Automatically rebooting servers—ServerWORKS Manager offers the
optional WatchDog Timer. WatchDog Timer detects when servers running NT,
SCO UNIX, or NetWare are down and reboots them automatically.

Viewing alarms and events in the Windows NT Event Viewer—
ServerWORKS Manager gives you the choice of using the Alarm Viewer or
the Windows NT Event Viewer to check on alarms.

The following sections show how you might use ServerWORK S Manager to solve some
typical problemsthat arise in network management.

1-3
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Looking at the Network: IP Discovery and More

The network at Desktop, Inc. has grown enormoudy. Various groups are equipped with their
own collection of workgroup servers from multiple vendors. Many individuals have severa
PCs and even their own hubs and routers.

Sophiaworks for the network administration organization, which manages the overall
network and plans for future growth. Sophia uses ServerWORKS Manager's | P Discovery
tool to build atopologica map of the network. She can view and manage the entire network
from ServerWORK S Manager, an option she does not have with most other network
management packages. By smply defining an object type and assigning appropriate MI1Bs
and icons, she can manage non-DIGITAL network € ements, for example, aCompaq server.
She chooses to create amap of only the hubs and routers so she can get a better picture of the
pieces of the network she controls. Figure 1-1 shows a portion of this map.
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—_—- =
— — 5]
I3 % gl HE=] el 75% B =
O OO O = o
16.151.160.0_fddi
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Figure 1-1 IP Discovery Map
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Monitoring Performance: CPU Utilization

General Mercantile runs severa CPU-intensive applications on avariety of servers.
Balancing the CPU load is an important part of Rebeccas respongbilities. She uses
ServerWORK S Manager to set an darm if CPU utilization exceeds 80%. When CPU
utilization reaches this point, she may decide to balance the CPU loads by switching
applications from one server to another server. Rebecca setsthe darm so that onceit is
triggered, it will not be re-enabled until CPU use drops to 60%.

Rebecca a so creates monthly snapshot reports and graphs of the CPU utilization for each of
the servers when the applications are running. She provides her management with these
reports. Last year, the I T organization used these reports to persuade General Mercantile
management to add 25 DIGITAL serversto the network.

Monitoring the Network: Locating Network Interface Problems

At AKO Chemicd, the IT group is having performance problems with a particular host's
Ethernet adapter. The host can handle 10,000 packets per second, but anything more could
be a problem.

Andy uses ServerWORK'S Manager to set an darm to notify him when the number of
packets the host is handling reachesthis critical level. Since Andy normally works at his
desk, he chooses to be notified of the alarm through electronic mail. ServerWORKS
Manager sends the alarm whenever the network Interface Inbound Packets reach or exceed
10,000 packets.

1-5
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To further isolate the problem, Andy sets an arm on the Inbound Errors to understand if the
dowdown on the host is caused by errors and hence retransmissions by the higher layer
protocol. He aso sets an aarm on Inbound Packet Discards to determine if the dowdown is
caused by the Inbound Pecket not being delivered to a higher layer protocol because of buffer
limitations or other transmission errors.

Because only asingle protocol is being run at AKO Chemical, the company hasa
homogeneous environment. Andy can take advantage of this homogeneity and set an darm
on Network Interface Unknown Protocol to isolate random traffic produced by adevice on the
network.

Andy discoversthat incoming bad packets are causing the problem. He uses the source
address of the packetsto track down and replace the device that is producing the bad packets.

Managing NT and Netware Resources: Server Administration
from a Single Console

1-6

Two companies merged to form Freeform Engineering. The new company ill usestwo
different networks, and Diego has to manage both of them. He doesthisfrom asingle
console by ingtaling ServerWORKS Manager on aWindows NT system.

Onefourth of Diego's users are on DIGITAL servers running Novell NetWare. Using the
NetWare tools from within ServerWORKS Manager, he sets up new clients, manages the
print queues, and performs other network management tasks.

The remainder of the company uses DIGITAL servers running Windows NT. The network
includes several NT clusters. Because Diego indtalled ServerWORKS Manager on a
Windows NT system, he can use ServerWORK S Manager's NT Server Management from
the same management console to set up print queues and creste domain or server user
accounts.
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Managing the Desktop: Checking Clients for Software
Upgrade

Quick Electronics plansto upgrade al of its desktops to a new version of the operating
system, which requires at least 1 GB of hard disk storage and 16 MB of memory. Laurauses
ClientWORK S MIF Browser in combination with Microsoft System Management Server
(SMS) to check all the desktop systems she manages. Although sheis responsible for 500
such systems, sheis able to obtain thisinformation in only afew hours. Shelearnsthat 10
percent of the systems need additional memory and 15 percent need hard disk upgrades
before the new operating system can beingtalled.

Managing Storage: Setting Alarms on File Utilization

Disk storageis a problem at the Sometime Electric Company. Users frequently exceed the
disk storage capacity and suddenly find themselves unable to access the server. John, the
server administrator at Sometime Electric, uses ServerWORKS Manager to set an darm
when file system utilization reaches 95%. Because heis not always at his desk, John uses
ServerWORK S Manager's paging festure. John could al so specify destination consoles where
he or others could view darms forwarded from his usual management console. When file
system utilization reaches 95%, John is automatically notified and he can run his cleanup
procedure to reclaim disk space.

John sets the threshold of the alarm at 95% with an autometic re-enable at 80%. Thus, once
thedarm istriggered, it isdisabled until it reachesthe re-enable setting. In this way, John
triggers only one darm when the danger level isreached and provides for automaticaly re-
enabling when the cleanup processis complete.

1-7
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DIGITAL ServerWORKS Manager Features

ServerWORKS Manager components help you discover, view, and manage your network,
monitor the network objects using SNMP operations, and set and view alarm conditions.

Discovering Your Network

1-8

When you start ServerWORKS Manager for the first time, you can open ServerWORKS
Explorer. When you expand the Explorer's root object, the Explorer displays the root objects
that make up your network. If you have Novel NetWare networks or Microsoft networks,
they will appear here automatically, and they will be discovered automatically when you open
the object.

Information about server objects (DIGITAL hosts) and SNMP objects must be placed into the
database before it can be viewed. Information can be inserted into the database manually, or
you can use the | P Discovery Wizard to automaticaly search and locate al objects on your
network or on some segment of the network. The IP Discovery Wizard searches the network
for TCP/IP and SNMP objects and builds a database of information from that network.

IP Discovery can be configured to search a default subnet, only the local network, or to find
devicesin locations other than your loca network. It can locate al object types or filter the
information to include only specified types, such as hubs, concentrators, or routers.

After the discovery is complete, the information iswritten to a database and displayed
graphicaly inamap view. The Wizard also creates areport that you can view with Notepad,
print, or saveto afile. Thisreport includes information about potential address and
configuration problemsthat exist on your network.

Y ou can run the I P Discovery Wizard whenever you need to add new information. After
discovery is completed, the database is updated and the new information is displayed in the IP
Discovery map or in another custom map.
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Looking at Your Network

Once IP Discovery has run, you can use ServerWORK'S Manager to monitor and manage the
discovered objects.

Map View: IP Discovery

The Map View displays agraphical representation of your network'slayout. The Map Viewer
uses the ServerWWORK S database to build the map, also called the logical topology, and
automatically positions objects. When this map is complete, you can reposition the objects
manually and save the changes so they will be preserved in any subsequent discovery that
writesto the map view. Multiple discoveries can be run and the objects saved in the same
map, or in different map views.

Hierarchical View: The ServerWORKS Explorer

The ServerWORKS Explorer isyour main entry point into ServerWORKS Manager. The
ServerWORKS Explorer openswith atree view that consists of root objects for each of the
object typesin your network. From the hierarchica view, you display your Windows NT and
Novdl NetWare networks, if they exist. You can display DIGITAL sarversand SNMP
objects found during the discovery processin either map view or hierarchical view. SNMP
objects are displayed with color to represent status and darm bellsto indicate
unacknowledged alarms.
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Customized Views

Y ou can create your own map and hierarchica viewersto reflect your environment and
needs. For example, you might want:

A separate map viewer for each segment of your network

A separate map viewer for each logical component of your network, such as
Floor 1, Floor 2, Floor 3 or Manufacturing, Engineering, Personnel, or Sales

A customized hierarchical viewer that includes only the Windows NT servers,
NT clusters, and workstations that are in your building

A map that includes only the hubs, routers, and bridges that make up your
network

Monitoring Your Network

ServerWORK'S Manager provides a variety of tools to help you monitor and manage your
network and the systemsin it, including three network browsers: the System Browser, the
MIB Browser, and the MIF Browser. The MIF Browser is described in the section titled
ClientWORKS Integration in this chapter.

The System Browser for DIGITAL Hosts
The System Browser displays and monitors information about the DIGITAL hosts on your
network. With the System Browser, you can monitor information about the CPU, the storage,
the network interfaces, and the environmental sensors. The exact information available
varies according to the equipment, software, and sensorsingtalled on the device you are
monitoring.

In addition to viewing a static snapshot of the device, you can create a dynamic graph to
monitor certain data over time. Datayou can look at this way includes CPU load, file system
utilization, network statistics, and readings from the thermal and voltage sensors.

Refer to the online help or the tutorial for more information about the System Browser and
graphs.

The MIB Browser for SNMP Objects

ServerWORKS Manager providesthe MIB Browser, which gives you the following
capabilitiesfor SNMP devices:

1-10



Introduction

Query SNMP agents to retrieve Management Information Base (MIB)
variables, such as the system name, system 1D, and up time for a router, hub, or
bridge from the standard MIB 11 groups or any other MIB enrolled with the
MIB database.

View and set MIB variables

ServerWORKS Manager aso providestoolsto let you cregte, view, and modify MIB groups,
associate aMIB grouping with an object, compile standard MIB definition files, and enroll
new MIB groupsinto the ServerWORK'S database.

Checking Network Status

ServerWORK S Manager uses color in both map and hierarchical viewersto indicate each
object's operational status. whether it is up, not responding, or down. By default, the color
green indicates that the object is operational, while red shows that the object has gone down.
Magenta means that the system is not responding and should be looked a. Y ou have the
option of changing these colors.

Setting Alarms

While checking the status of network objectsis useful, it does not notify you of potential
problems. ServerWORKS Manager’ s darming and notification festure lets you set darmsto
warn you of specific events that are important in your environment and specify how you want
to be notified.

Y ou can st four types of darms:

System (interface) status alarms that report when a system or interface changes
status (for example, a workstation goes down)

SNMP trap alarms that are triggered when a particular SNMP trap is generated

Component status alarms that report the operational status of a DIGITAL
server or DIGITAL node objects (for example, afan fails)

Component threshold alarms that are triggered when some characteristic of a
DIGITAL host meets a specified condition (for example, the temperature
reaches some upper limit)
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When an dlarm istriggered, the Alarm Counters on the management console' s satus bar are
updated. After an alarmistriggered, it isdisabled. You can define avalue a which the
alarm will automaticaly be re-enabled. Rebecca a General Mercantile uses this threshold
and re-enable feature to set an dlarm that is triggered when CPU load reaches 80% and re-
enabled when CPU load drops to 60%.

In addition to displaying aarm information on the management consol€'s screen, you can
request that the alarm be sent to an eectronic mail address or to a pager number. You can
also automatically trigger an action that you define. Y ou can display a help file that tellsthe
system manager what the darm means and what should be done about it. Y ou can even teke
action to correct the problem. For example, John a Sometime Electric might want to execute
ascript that would delete dl the files from the /TEMP directory of the server that triggered
the alarm.

Refer to the online help or to the tutoria for more information on setting darms, re-enabling
thresholds, and receiving notification.

Viewing Alarms
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ServerWORK'S Manager views darmsin two ways.

Alarm bells displayed next to the name of an object in any viewer indicate a
device that triggered an alarm.

The Alarm Counter buttons, located on the status bar at the bottom of the
ServerWORK'S Manager window, show both the status of your network objects
and the number of unacknowledged alarms of high, medium, or low severity.

More detailed alarm information is available from the Alarm Viewer. Double-click on an
alarm counter button to view darms of the specified severity. Double-click on an darm entry
to view adetailed darm message. Alarms can aso befiltered by an area of interest: object,
date, time, severity, status, and darm type. For example, if you have not assigned an action to
Status or Threshold arms on environmental conditions, you can view these alarms through
filtering by the darm type SNMP Trap.

Y ou can aso view many darms and eventsin the Window NT Event Viewer. Y ou must
enable this feature. Refer to the section "Troubleshooting” in Chapter 2 for the procedure.
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Managing Microsoft Windows NT Domains

If you have a Microsoft Windows NT network as part of your networking environment, you
can use ServerWORKS Manager NT Server Management to manageit. NT Server
Management allows you to administer your Microsoft network from the single interface of the
ServerWORK S Manager rather than from the multiple windows and multiple utilities
required by Windows NT.

ServerWORK'S Manager automaticaly discoversyour NT domains and lets you display the
contents and properties of objectsin the Explorer or as part of acustom collection or view.
Y ou can drag and drop objects such as users from one domain to another or to a server and
otherwise take advantage of the single consistent interface. 'Y ou can perform group
operations easily. For instance, you could select severd groups and modify their privileges.

You must ingtal ServerWORKS Manager on a console that is running Windows NT to use
NT Server Management. 'Y ou must also have the appropriate administrator privileges for the
particular task you want to perform, since ServerWORKS Manager security is based on
Windows NT security. Y ou are denied access without the privileges.

Refer to the ServerWORKS Manager NT Server Management online help for more
information.

Managing NT Clusters

ServerWORK S Manager aso finds Microsoft NT clustersand DIGITAL NT clusterson
DIGITAL servers. Aswith DIGITAL clusters, acluster icon appearsin the hierarchy or map
views next to the cluster member. The System Browser can supply you with other
information, such as the cluster to which the server belongs, the cluster members, and cluster
groups. Figure 5-3 shows amap view of anetwork that contains NT cluster servers.

Managing Novell NetWare Servers

If you have Novel NetWare file servers on your network, you can list those serversin the
ServerWORKSS Explorer and perform management tasks by accessing the NetWare uitilities
on those servers. When you sdlect a NetWare server, icons for the following NetWare utilities
are displayed on the ServerWWORK S Manager toolbar: Filer, Pconsole, Printcon, Rconsole,
Syscon, Userdef, and NWAdmin. To start a utility, click on the button.
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Integration with Enterprise-Level Network Management Tools

Because ServerWORK S Manager uses the SNMP protocal, it can work with other enterprise
network toolsthat use this protocol. ServerWWORKS Manager can obtain information about
all devicesthat follow the SNMP standard; likewise, DIGITAL MIBs can be compiled into
another network management tool and DIGITAL hogts can then be browsed from that tool.

The DIGITAL Server Agent component of ServerWWORKS Manager uses the operating
system’ s native SNMP protocol stack and extendible SNMP agent. Y ou can set up the
DIGITAL server's SNMP agents to send traps to a network management system such as
ServerWORKS Manager. Traps can be forwarded from ServerWORKS Manager to an
enterprise manager, such as HP OpenView NT or Tivoli TME 10.

Refer to the section entitled "Managing Servers Using SNM P-Based Enterprise Management
Systems' in Chapter 4 for more information.

Integration of Companion and Other Applications

ServerWORK S Manager includes companion applications that are integrated into
ServerWORK S Manager. These gpplications include:

Global Array Manager (MYLEX GAM)—MY LEX's client/server package
used to monitor and manage the disk array subsystems attached to aMYLEX
RAID controller.

StorageWORKS Command Console (SWCC)—This client/server packageis
used to monitor, manage, and troubleshoot large storage subsystems attached to
aDIGITAL StorageWORKS RAID controller.

Remote Server Manager (RSM)—This package provides out-of-band
management of X86 processor-based servers and includes both hardware and
software components, purchased separately. The software component can be
purchased separately and is included on the ServerWORKS CD. The RSM
software isinstalled on a Windows NT management console and is able to
manage remote DIGITAL servers that contain RSM hardware.
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When the RSM software isinstalled on your ServerWORKS Manager console,
it automatically integrates into ServerWORKS Manager. This integration
means that all of the RSM functions can be performed from within
ServerWORKS Manager. Because RSM uses a modem to connect from the
management consol e to the remote server, RSM can still run even when the
network is down.

Remote Management Console (RMC) —This package is used to monitor and
manage Alpha-based systems that have either:

- KCRCM option hardware installed
- RMC functionality built into the system

When RMC software is installed onto the ServerWORK S Manager console,
RMC automatically integrates into ServerWORKS Manager. Thisintegration
means that all RMC capabilities are available from within ServerWORKS
Manager. For example, you can monitor the power supplies, temperature, and
fans. Y ou can also halt and power off an Alpha-based system. Because the
connection from the management console to the remote system is through a
modem, the RMC functionality can be used even when the network is down.

Third-party applications—Integration of other third-party applicationsis
explained in a document available from the web. The document islocated in
the DIGITAL Windows Enterprise Computing web site at the following
address:

http://ww. wi ndows. di gital .conf products
/ server/svr_wrks_ngr_abstract. asp
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ClientWORKS Integration: MIF Browsing Using DMI

ClientWORKS, the DIGITAL implementation of the Desktop Management Interface (DMI)
standard, alows you to retrieve information both locally and remotely.

DMI uses Management Interface Format (MIF) filesto provide detailed information on the
hardware and software components of desktop, server, and mobile computers. Each
component, peripheral, or gpplication that has an associated MIF file can be browsed by a
DMI-enabled application, such as the ClientWORKS MIF browser. Thisinformation can be
displayed to users and administrators aike.

Integration into Microsoft's SMS

The MIFMaker program, also ingtaled as part of ClientWORKS, is used to create up-to-date
snapshots of MIF information that can be used with asset management and software
digtribution tools like Microsoft SM S to alow you to manage hardware and software for your
entire enterprise—for example, to determine how many of your servers have 64 MB of
memory or more.

SMS obtains information for its database by reading a Windows system's MIF file. The MIF
information is pushed to the SMS server when the desktop SMS script is executed, generaly
when the user logsin. The ClientWORKS MIFmaker component automatically generates
MIF snapshot files at set intervalsthat you, the administrator, define. Your SMS
administrator can usetoolsin SMSto control MIFmaker and collect the MIF snapshot filesin
its database.

Supported Platforms — SNMP Agents

1-16

The SNMP agents running on DIGITAL systems provide the communication channd to the
management console. The SNMP protocol is used over an IP network. These agents provide
real-time system and performance data aong with information about darms. The DMI
agents provide configuration data on DIGITAL servers or mobile systems.



The following table indicates the SNMP and DMI agents that are provided with

ServerWORK'S Manager V3.2 (See footnotes for exceptions).
Table 1-1 SNMP and DMI Agents

Introduction

Minimum OS Version Host X86 processor-based Alpha processor- DIGITAL

Supported Resource  DIGITAL Server based DIGITAL DMI
SNMP SNMP Agent Server SNMP Agent
Agent Agent

NetWareO V3.12 and v v N/A N/A

V4.1 (X86 processor-based

DIGITAL saversonly)

WindowsNT O V351and v v v v

V4.0 workstation and

server (for dl DIGITAL

sarvers)

SCOO UNIX Open Sever v v N/A N/A

V5.0 (X86 processor-based

sarversonly)

DIGITAL UNIX V32011 v N/A Future N/A

and greater (for Alpha

processor-based servers)

DIGITAL OpenVMS v N/A Future N/A

V6.22 (Alpha processor-

based servers only)

Windows 95 3 (X86 v N/A N/A 7

processor-based DIGITAL

sarvers only)

OS2/Warp 304 (X86 4 N/A N/A N/A

processor-based DIGITAL
sarvers only)

[

A w N

Shipped on ServerWORKS CD for V3.2d-1 agent; provided as part of the operating
system for later versions.

Available with DIGITAL TCP/IP Services for OpenVMS Version 4.1 (also known as UCX).
Provided with ClientWORKS on DIGITAL mobile computers.
Provided as part of OS/2 operating system.
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Introduction

This chapter explains how to install Server'WORK S Manager. The chapter is divided into
sections that explain the ingtalation of multiple components and the migration from previous
versons. Thefollowing table describes the contents of each section:

In this section

Find information about

Prerequisites

Installation Options
Pre-Installation Considerations
Before Y ou Begin

General Ingtallation Instructions

Component Installation Instructions

Pogt-Ingtallation Options

Troubleshooting

Minimum hardware and software requirements for
the management console, agents, and clusters

The components you can ingtall
Component-specific information
Required tasks and recommendations

L ocating any component on the CD-ROM and
beginning itsinstallation

Specific ingtructions for ingtalling Agents,
SarverWORKS Manager, RAID Storage
Management applications, and Remote
Management services

Options for successful migration from earlier
versons of ServerWORKS, ClientWORKS, and
ManageWORKS

Solutions for unsuccessful installations
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Prerequisites

ServerWORK S Manager has minimum requirements for the management console hardware
and software, the agent hardware and software, and DIGITAL and Microsoft NT clusters.

Management console refers to the system on which ServerWORK'S Manager consoleis
ingtalled and from which the servers are managed. This system can be a server.

Management Console Hardware
Y ou need the following hardware to run ServerWORKS Manager.

Component Minimum Requirements
Processor Pentium 133MHz
Storage Devices 1 GB hard drive
CD-ROM drive
3.5-inch diskette drive
Network Interface Card Network adapter with TCP/IP support installed
Monitor SV GA 800 x 600 (1024x768 resolution
recommended on an 18" monitor)
Memory 32 MB
Table 2-1 Minimum Hardware Requirements for ServerWORKS Manager
Console
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Management Console Software
Y ou need the following software to run ServerWORK'S Manager:

Component Minimum Requirements
Operating System One of the following:
Windows NT V4.0 (on X86 processors)
Windows 95
Management Protocol SNMP service >—Install the SNMP provided with the
operating system
Transport and Network TCP/IP—Install the TCP/IP provided with the
Protocols operating system.
TCP/IPX®—Install the TCP/IPX provided with the
operating system
Table 2-2 Minimum Software Requirements for ServerWORKS Manager
Console

5 ServeWORKS Manager requires SNMP service only if aDIGITAL system SNMP
agent is being installed on the management console machine.

6 ThelPX stackis required only if the NetWare OMM is needed. In addition,
Novell’'s | P stack must be used; others may not work.
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Agent Hardware

Y ou need the following minimum hardware to support ServerWORKS agents. However,
some optionsin the system parameter area, such as assets or FRU information, remain

hardware dependent.

Component’ Minimum Requirements

X86 processor-based LX, MX, XL, HX and ZX Servers, DIGITAL 1100,

Prioris DIGITAL servers 3000, 5000, and 7000 family of servers

Alpha-based systems AlphaServer 300, 400, 800, 1000, 1000A, 1200, 2000,
2100, 2100A, 4000, 4100, 8200, and 8400, DIGITAL
Server 3000, 5000, 7000 (Windows NT)

Desktop computers 8 Venturis FX, Venturis GL-6xxx,? Venturis 486,
Venturis 486 LP, Venturis Pentium, Venturis Pentium
LP, Celebris XL 6xxx, DIGITAL PC 5500, and
DIGITAL PC 5400

Notebook computerslo HiNote Ultra 2000

Network Interface Card X86 processor-based DIGITAL servers— TCP/IP

adapter (Ethernet, Token Ring, or RAS)
Alpha-based systems—All TCP/IP network adapters
Table 2-3 Minimum Hardware Requirements for Agents

7 Note that ServerWORKS software s shi pped only with DIGITAL products.
8 Desktop computers may not support environmental parameters, RSM, or RMC.

9 Venturis GL 6xxx isequivalent to the DIGITAL PC 3400. The DIGITAL PC 3400
isnot availablein all areas.

10 Notebook computers may not support environmental parameters, RSM, or RMC.
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Installation

Y ou need the following software to run ServerWORKSS agents:

Component Minimum Requirements
Network X86 processor-based  Novell NetWarell V3.12 or V4.1
Operating DIGITAL servers SCO UNIX V5.0, V5.01, V5.02, V5.04 (not
System on clusters)
Windows NT V3.51, V4.0
0S/23.0
Alpha-based systems  Digital UNIX V3.2D-1 or greater
OpenVMS 6.2
Windows NT V3.51, V4.0 for Alpha-based
systems (for agents only)
Network SNMP
Protocol TCP/IP

IPX (on NetWare servers only)

Table 2-4 Minimum Software Requirements for Agents

11 Also known as IntranetWare.
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Network Cluster Support

Y ou need the following software to use ServerWORK S Manager to manage clusters.

Cluster Type

Requirements

DIGITAL Clusters V1.0

DIGITAL Clusters V1.1

Microsoft NT Clusters

Windows NT V3.51 with Service Pack 3 running
on DIGITAL sarvers

DIGITAL Cluster MIB (already compiled into
ServerWORK S Manager database

Windows NT 4.0 with Service Pack 3 running on
DIGITAL sarvers

DIGITAL Cluster MIB (already compiled into
ServerWORK S Manager database)

Windows NT V4.0 with Service Pack 3 running
on DIGITAL servers

Microsoft Cluster Server (MSCS)

Table 2-5 Minimum Software Requirements for Network Cluster Support
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Installation Options
The ServerWORKS Manager CD-ROM contains the following components.

ServerWORKS Manager Agents % Provides DIGITAL extension agents for
enhanced SNMP capabilities and S.M.A.R.T. agent activity on managed
systems. Install from the component screen onto the machine to be managed.

ServerWORKS Manager Console % Provides ServerWORKS Manager
SNM P-based management software for the management console. Install from
the component screen onto the management console machine.

ClientWORKS ¥ Provides DMI browsing for the ServerWORK S management
console. Install from the component screen on the management console
machine.

RAID Storage Management % Provides the client and server software for
managing disk arrays that are connected to RAID controllers. Y ou can choose
from the following applications:

- StorageWORK'S Command Console (SWCC) % Monitors, manages, and
troubleshoots large storage subsystems attached to a DIGI TAL
StorageWWORKS RAID controller. Ingtall from the component screen.

- Mylex Globa Array Manager (GAM) ¥ Monitors and manages the disk
array subsystems attached to aMylex RAID controller. Ingtall from the
component screen.

Remote Management Integration % Integrates remote management tools with
ServerWORKS Manager Console.

- Remote Server Manager (RSM) % Provides out-of-band management
of X86 processor-based servers. Includes both hardware and software
components.

- Remote Management Console (RMC) ¥ Monitors and manages
Alpha-based systems.
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Tutorial %2 Explains how to get started with ServerWORKS Manager. Y ou can
view the tutorial from the CD-ROM before you install any component. It is

installed with ServerWORK'S Manager Console and includes Adobe Acrobat
reader.

Documentation¥2 Contains viewable .pdf documents for all components. Y ou
can print the documents from Adobe Acrobat. The documentation is installed
with the software.

Pre-Installation Considerations

The following sections provide background information about the components and their
interaction with other software.

ServerWORKS Manager Agent Software
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The ServerWORKS Manager CD-ROM includes the SNMP extension agents for various
server operating systems. The SNMP agents on the ServerWORK'S Manager CD-ROM must
be ingtdled even if the operating system comes with SNMP agents.

Note:  You must reinstall the Microsoft Service Pack after you install an agent on

a system (as per recommendations from Microsoft Corporation for Service
Packs).
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Thefollowingisalist of operating systems Management SNMP Agents that are supported by
ServerWORKS Manager. The (v') indicates that the agent is resident on the ServerWORKS
Manager CD-ROM whilethe () indicates that the agent is available el sewhere.

Operating System Supported on X86 Supported on

processor-based Alpha-based systems
DIGITAL servers

NetWarel23.12 or 4. v

SCO UNIX 5.0 or greater v

DIGITAL UNIX 3.2D-1 (see note 3) v

Windows NT 3.51 or grester v v

IBM OS/2 Warp 3.0 (see Note 1)

OpenVMS (see Note 2)

Table 2-6 Operating System Management SNMP Agents

Note 1: In the current implementation of ServerWORKS Manager, OS/2 DIGITAL
Servers are discovered as ““server” objects, and not as “server.Digital. ”’In
order to manage OS/2 DIGITAL Servers, it is necessary to manually
change the server by first selecting the server, then selecting *““Properties™
from the *““Actions™ pull-down Menu. The server is displayed in the
““Selected Objects™ list box. From the “Properties’ list box, select
“General Information.”” (Interface Information is the default selection.) In
the “type list”” box, search for “server.Digital”” and select it. Select “OK”
to exit the dialog box.

Note 2: The OpenVMS SNMP agent for Alpha-based systems is included in the
DIGITAL TCP/IP Services for OpenVMS product V4.1 or greater (this is a
component of the NAS Client/Server Package). The SNMP agent is
installed when TCP/IP is installed. The package also contains installation
instructions for TCP/IP.

12 Desktop computers may not support environmental parameters, RSM, or RMC.
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Note 3: Agents for DIGITAL UNIX 3.2D and higher are supplied with the operating
system. Refer to the instructions provided with the operating system to
ensure the SNMP agent is enabled.

ServerWORKS Manager Console
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Do not ingtall ServerWORK'S Manager Console software and agent software on a server
running Windows NT 3.51 Server or Workgtation. On NT 3.51, Microsoft's SNMP agent
locks port 162 and does not relinquish it. The ServerWORK S Manager Console must have
access to port 162.

At the beginning of theingtallation, ServerWORKS Manager Console Installation checksto
see whether aversion of ServerWORKS Manager Console exists on the system. If o, you
have the following options.

Preserve the database—Merges an existing V3.x database into a new Microsoft
Access database, retaining all the information from the old version. Converts
an existing 2.x version to aVV3.x version.

Remove the previous version—Deletes the old version of ServerWORKS
Manager Console, including the companion database.

If you preserve the old database, the database remains on the system, even if the version of
ServerWORK'S Manager isremoved. It isfound in the directory:

<install drive> \programfiles\digital\swmr\database\old

A duplicate copy of the new databaseiskept in:
<install drive> \programfiles\digital\swmgr\database\enpty

Y ou can copy the duplicate database to the default directory:

<install drive> \programfiles\digital\swmgr\database
to start with a clean database.

Y ou can restore the links between the database and ServerWORK'S Manager Console. Refer
to “Reusing a Previous Verson of ServerWORKS Manager Consol€” in this chapter. If you
have other V2.x databases to convert from previous ingtallations, refer to the section
"Converting a ServerWORK S Manager Database to Access.”

Unless you have acompelling reason to ingtall in another directory, install all componentsin
the default directories. Maintaining two versions of ServerWORKS is not recommended. If
you want a second version, first rename thefiles of the older version in the Start Menu
directories. Use the following procedures:
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For Windows NT 4.0 or Windows 95:

1. From the Desktop, choose Start® Settings® Taskbar.

Select the Start Menu Programs tab and click the Advanced button.

Choose Tools® Find® Filesand Folders. Then enter Start in the Named: field.

Browse the directory tree for the ServerWORKS, ClientWORKS or
ManageWORK S directories and rename the files.

For Windows NT 3.51
Y ou must have administrator privileges in the startup groups.

A WD

1. From the Program Manager, choose Startup.
2. Remove or renamethefiles.

ServerWORK'S Manager Console and OpenVM S Management Station can be ingtalled and
run separately on the same machine. Continue to use ManageWWORK S as the interface for
the OpenVM S Management Station.

If you areingtalling ServerWORK S Manager Console software on an X86 processor-based
server running NT 4.0 on which you also want to install an agent for local monitoring, install
the agent software firg, then install ServerWORK S Manager Console. If you ingtdl the
ServerWORK'S Manager Consolefirst, you have to uningtal ClientWORKS before ingtalling
the agent software.
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Do you have ManageWORKS installed?
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If you do not have ManageWORKS ingtaled, you can skip this section.

Only ManageWORKS V2.2 is supported for upgrading to ServerWORKS Manager 3.x. The
ingtallation checks to see whether ManageWORKS isingtaled. If it is, you can preserve the
IP Discovery maps from ManageWORKS V2.2, Only IP objectsin the IP Discovery View are
preserved. User preferences and custom SVN views from Manage WWORK S must be regpplied
to new hierarchica viewsthat you cregte in ServerWORKS Manager. Other

ManageWORKS views, alarm and polling information, application launch information, or
default actions are not preserved. If you do not remove ManageWORK S after upgrading to
ServerWORK'S Manager, you can continue to use it separately from ServerWWORK'S
Manager.

After Upgrading to ServerWORKS Manager
Y ou can expect the following conditions:

The first time you run ServerWORKS Manager after upgrading from
ManageWORKS V2.2, the message “ Database inconsistency detected” appears.
Choose the Ignore button. On the next dialog, choose the Ignore Forever button
to prevent seeing the message each time you run ServerWORK S Manager.

When you are discovering a network using the IP Discovery Wizard after
upgrading, you are asked to choose a map view for the discovery results. The
map views are equivalent, so you can select either one.

If you preserve the ManageWORKS database, a read-only viewer named
Browser is created. Y ou cannot delete the Browser.

To initialize a ManageWORKS database after upgrading to ServerWORKS
Manager V3.x, first close all ServerWORKS Manager components (Event
Logger, Event Dispatcher, Poller, Ping Server, and the Data Collector). Then
initialize using the ServerWORKS Manager DB Utility with this procedure:

1. Fromthe Start menu, choose Programs® ServerWORK S DB Utility.
2. Sdect "Entire Database except MIB."

3. Click Initiglize.

4. Choose OK to exit from the utility.
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If you preserve the ManageWORKS V2.2 version and execute it without the
full command line (including the initialization file SWMGR.INI), you will get
incorrect database path pointers from the new version in addition to the
following messages:

CCDEBASE ERRCR

Wong DB version 0.0.0

Expect ed DB version 2.0.X

If you do not remove the ManageWWORK S menu items from the Start menu, you may
experience smilar behavior.

ClientWORKS
If you do not have ClientWORKS ingtalled, skip this section.
ClientWORK S may have been ingtdled
At the factory
During the installation of the Windows NT agent
During a previous ServerWORKS Manager installation
Do not ingtall ClientWORK'S on a server running Windows NT 3.51.

The version of ClientWORKSthat isingtalled by the NT agent or that isfactory ingtalled,
provides the remote and local browsing capability. The ClientWORKS installed by
ServerWORK'S Manager Consoleis configured for remote browsing only. ServerWORKS
Manager Console can use ClientWORKS asit is configured for the agents.

Toingal ClientWORKS through the NT agent installation, you must uninstall any existing
ClientWORK S software before starting the agent installation.

In most cases, the factory-installed ClientWORKS and the ClientWORK S ingtalled as part of
the NT agent ingtalation can be used directly by the ServerWORKS Manager Console. The
exigting ClientWORKS is not replaced with the one from ServerWORK S Manager Console
ingalation. Asaresult, ClientWORKS offers both the local and remote DMI browsing.

If aprevious version of ClientWORKS is not compatible with ServerWORK S Manager
Console, the ingtallation procedure either removesit or asks you to removeit. If the
ingtalation is successful in removing ClientWORKS, it is replaced with a new version of
ClientWORK S that supports only remote browsing.
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RSM

RMC

2-14

The DIGITAL Windows NT Agent software contains the ClientWORK S software for
browsing your X86 processor-based server. ServerWWORK'S Manager Console software
contains the ClientWORK S software to browse other PC servers and clients remotely, but not
to browse the local machine.

If you exit from the ClientWORKS ingtallation that islaunched by the ServertWORKS
Manager Console ingtallation and later decide to ingtall ClientWORKS, you can do so by
reingaling ServerWORKS Manager Console. During the reingtallation, ServerWORKS
Manager Console will ingdl ClientWORKS.

Skip this section if you are not installing Remote Server Manager.

RSM consigts of hardware and software components. They are installed on X86
processor-based DIGITAL servers running Window NT or Windows 95. In order to integrate
RSM with ServerWORKS Manager console, the RSM software must be ingtalled on the same
machine as the ServerWORKS Manager Console software.

RSM software should be installed on an X86 processor-based DIGITAL server into its
default directory:

<wi ndows drive>:\rs_ngr

A separate integration tool is provided to integrate RSM into ServerWORKS Manager
Console. The integration is automatic if RSM wasingtalled into its default directory.

If RSM wasingtalled € sewhere, the RSM integration tool will ask for the destination
directory where RSM was ingtalled.

Skip this section if you are not installing Remote Management Console.

This section describes how to access the Remote Management Console (RMC) on an Alpha
processor-based system.  After configuring the RMC, you can gtart it from ServerWORKS
Manager.

The RMC is a hardware/firmware feature of Alpha processor-based servers. The RMC
allows you to control and monitor an AlphaServer system from aremote location. RMC
commands are used to reset, halt, and power the monitored system on or off.
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The control logic for the RMC is part of the system hardware in AlphaServer 800, 1200,
4000, and 4100 systems. Refer to the user documentation for these systems for instructions
on configuring and using RMC. The AlphaServer 1000 and 1000A systems provide the

RMC through a hardware option, the KCRCM AlphaServer Remote Console Module, which
can be ordered separately. The KCRCM module is connected to an EISA/ISA dot on the
AlphaServer 1000 or 1000A system. Refer to the documentation provided with the module
for ingtallation and configuration instructions.

To run RMC from ServerWORKS, use Terminal (TERMINAL.EXE) on WindowsNT V3.51
or Hypertermina (HY PERTRM.EXE) on Windows NT V4.0 and Windows 95. To integrate
RMC into ServerWORKS Manager Console, Hyperterminal must be installed in the default
directory selected by the operating system ingtallation. Install as directed for Windows 95 and
Windows NT.

AlphaServer systems identified during IP Auto Discovery display apurpleicon on the toolbar
when they are selected. Clicking on theicon for the system causes you to be prompted for the
telephone number you configured for the modem connected to the AlphaServer. Entering the
telephone number connects you to the remote AlphaServer and alows you to use the RMC.

When the RMC integration is complete, the installation confirms that the links between RMC
and ServerWORK S Manager Console were successful. Refer to the section “Reusing a
Previous Verson of ServerWWORKS Manager Console” for more information.

StorageWorks Command Console
Skip this section if you are not ingtaling StorageWorks Command Console (SWCC).

StorageWorksisingalled from the CD-ROM. The StorageWorks client can beingtalled on a
management system. The StorageWorks agents can be installed on managed serversto which
aRAID controller is connected. If StorageWorks cannot be automaticaly installed on the
system, more information is displayed.

A previoudy ingtalled version of StorageWWORKSS that was used with ServerWORKS
Manager Console VV2.x cannot be used with ServerWORK S Manager Console V3.x.
StorageWorks must be reingtalled with the version provided on the ServerWORK'S Manager
CD-ROM (or amore recent version). Earlier versions are not compatible with
ServerWORK'S Manager Console 3.x.

Mylex Global Array Manager
Skip this section if you are not ingtalling Mylex Globa Array Manager (GAM).

GAM isingdled from the CD-ROM. If GAM cannot be automatically installed on the
system, information on how to ingtall it is displayed.
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A previoudy ingtaled version of Mylex GAM that was used with ServerWORKS Console
V2.x cannot be used with ServerWORK'S Manager Console V3. Mylex GAM must be
reingtalled with the version provided on the ServerWWORK S Manager CD-ROM or amore
recent version. Earlier versons are not compatible with ServerWORKS Manager Console
3.X.

Tutorial

The ServerWORKS Manager Tutoria isinstalled as part of the ServerWORKS Manager
Console software. Thistutoriad contains basic information about ServerWORKS Manager.
Y ou can complete the tutoria in about 20 minutes. If you are afirgt-time user, DIGITAL
recommends that you use the tutorial to get started.

Documentation

During the ServerWORK S Manager Console ingtallation, the readme.txt and ingtall.txt files
are copied to the root of theingtallation directory. Online help isinstalled with the products.
You can view or print the documents from the CD-ROM using Adobe Acrobat.

Before You Begin

Read the following section for suggestions and perform the required tasks before ingtalling
any component of ServerWORKS.

You must install SNMP on the managed systems and configure atrap
destination if you want to receive trap messages. Refer to the section
“Configuring SNMP Agents” in the next section.

After you install SNMP on Windows NT, make sure you reinstall the latest
Windows NT Service Pack. Failure to do so may cause SNMP to crash. Contact
Microsoft support for more information about the Service Packs.

Shut down any other applications that are running before you install or
integrate any component. Shut down SNMP services before you install
ClientWORKS.

Use the latest version of Microsoft ODBC. Y ou must have the file
ODBCJT32.DLL, V3.5 or greater. If you are in doubt whether you have the
latest version, install the Microsoft Data Access Pack as offered with the
installation.
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If you are installing a new version of ODBC, be aware that the ODBC
datasource is unique to the installer’s user name in the current domain
(\domain\username). If you install under a different username or domain,
ODBC crestes a different set of ODBC datasources.

Remove previous versions of ServerWORKS and ClientWORKS before you
install a new version of either. Y ou can remove them through the Control
Panel® Add/Remaove Programs applet or from the ServerWORKS Manager
Console® uninstall Shield menu item.

If you have aversion of ClientWORKS 2.90 or older, manually remove the
ServerWORKS and ClientWORKS applications. The README.txt file
contains complete instructions for removing ClientWORKS VV2.90 or older.

Remove ServerWORKS, ClientWORKS, and ManageWORK S menu items
from the Startup menu because startup tasks may interact or interfere with the
installation of newer ServerWORKS Manager components. The best way to
remove them is through the Start® Taskbar® Start Menu Programs.

You need 75 Mb of temporary disk spaceto install. The installation uses the
directory set by your TEMP variable, or if TEMP is not defined, the Windows
directory. For the environment variable ‘ TEMP,” specify a directory with a
minimum 75 MB of storage to hold the temporary files used during
installation. In addition, specify a TEMP directory that is not in your PATH.
Otherwise, unpredictable results may occur. On Windows NT, use the Control
Panel applet System Properties® Environment to modify the TEMP variable.

Upgrade Microsoft Access V2.0 or earlier to Access V7.0 before the
ServerWORKS Manager Consoleisinstalled. Otherwise, the complete version
of ODBC is not installed and database updates are incompl ete.

Install the ServerWORK'S components in the order in which they appear on the
component screen. For example, install the agents before you install
ServerWORKS Manager Console.

If you stop an installation before it is complete, close the installation program
completely and start over. For best results, use the Control

Panel® Add/Remove Programs applet to remove any files from the incomplete
installation before you attempt another installation. The uninstall program only
removes files that were changed the last time an installation was run. Changed
files from previous installations are not removed.
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The system files copied to your operating system's Windows system directory are not
deleted when ServerWORK S Manager Consoleis uninstalled. They are retained to avoid
aproblem with Ingtall Shield's Uningtall, which removes Windows system files no longer
used by any other running program without asking for confirmation. If the
ServerWORKS uningtall program were to delete the system files, some required DLLsS
would be removed, causing problems later when other programs are started.

Touse RMCinstall TERMINAL.EXE on Windows NT V3.51 or
HYPERTRM.EXE on Windows NT V4 and on Windows 95. Because
HYPERTRM.EXE is an option during the installation of Windows 95 or
Windows NT 4.0, you may not haveit installed. Y ou can install if from the
operating system kit before you begin installing ServerWORKS.

Install RSM and RMC integration after ServerWORKS Manager Console V 3.x
isinstalled.

Install StorageWorks Command Console (SWCC) after ServerWORKS
Manager Console isinstalled.

Install Mylex Global Array Manager (GAM) after ServerWORKS Manager
Console and StorageWorks is installed.

Choose one language to install and uninstall. Only one copy of the uninstall
program is kept in your Windows directory. Therefore, it is alwaysin the
language selected during the last install on that system.

Shut down all ServerWORK'S Manager background processes (Event Logger,
Event Dispatcher, Poller, Ping Server, Data Collector) before you install or
integrate any third-party applications.

To install ServerWORKS Manager on a system that has TME 10 NetView
installed, first shut down the NetView daemons. Daemons continue to run in
the background after you exit NetView. To stop the daemons, select the menu
item Server Management from the NetView program group. Then select Stop
Server to stop the daemons.
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Make sure you have administrator privilegesif you are installing and
configuring ServerWORK S with Windows NT. Remember that Windows NT
administration rules and restrictions for Groups and Users continue to apply
when you work from ServerWORKS Manager NT Server Management. For
example, if you create a Local group remotely, the group does not have
non-default privileges, such as Log On Locally, unless the administrator
assigns the right. Refer to the Windows NT 4.0 Books Online volume Basics
and Installation Microsoft Windows NT Server, Version 4.0 on the MSDN
CD-ROM for complete background on Windows NT.

Configuring SNMP Agents

You must ingtal the SNMP agent (also referred to as a service) on the server (managed
system) and configure it with the address of the destination client(s) that will receive traps.
The degtination is the management console running an application such as ServerWORKS
Manager. ServerWORK'S Manager issues awarning message if you attempt to set a
component or threshold alarm but you do not have SNMP ingtalled and configured with a

trap destination.

Configuring the SNMP Agent on Windows NT 4.0
Ingtall and configure the SNMP agent on the Windows NT 4.0 server with the | P address or
name of the client that will receive the traps.

1. Using the Windows NT Control Pandl, select the Network item.
2. Sdect the Servicestab of the Network property page.

3. Sdect the SNMP Service item from the list of services as shown in the figure that
follows. (If the service does not appear on the li, 1oad the SNMP service from the
operating system instalation disks.)
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Network [ 2 | X]

Identification  Services |F'r0tu:u::o|s| Adaptersl Bindingsl

Mebwork, Services;

Computer Browser
MetBI0S Interface
RPC Canfiguration
Server

w'ark ztation

Add. | Bemowe Froperties. .. HEdate

— Descriptian:

Simple Metwark Management Protocal service that enables a
Wiindows MT computer to be adminizstered remately with an
SHMF management tool,

ok I Cancel

Figure 2-1 Selecting SNMP Agent from the Network Services Page
4. Click the Properties button.
Select the Trapstab.

6. Sdect the community name that you want to modify, or enter a new community

name and click the Add button. (Public isthe Windows NT default community
name).
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Microsoft SNMP Properties

Adgent  Traps |Security|

The SHMP Service provides network, management over TCPAP
and IF/5P= protocolz. [F traps are required, one or more
community names must be specified. Trap destinations may be host
names, IP addreszes, or IPx addreszes.

— Commurnity M ame:
[pubic] & el
Bemove |

Trap Destinations:

sdd.. | Edt. | Remove |

Ok I Cancel | Sl |

Figure 2-2 Trap Destination Specified on the Traps Property Page

7. Click the Add button under the Trap Destinations list box. The trap destination
represents a node running an application (such as ServerWWORKS Manager) that is
listening for traps on a port specified in the /Windows/Servicesfile (typicaly port
162).

8. Enter theunique IP or IPX address of the host that will receive traps for this
community. Do hot use a subnet address.

9. Click the Add button on the Service Configuration dialog.
10. According to Microsoft recommendations, reinstall the latest Service Pack.
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Check that the SNMP sarviceis running. Use Control Panel® Services on Windows NT or
Control Panel® Network® Services on Windows 95. Do not start the SNMP Trap service on
the management console.

Configuring the SNMP Agent on Windows 95
Install the SNMP agent and configure the SNMP trap destination on the Windows 95 server.
Installing SNMP Software
1. Fromthe Control Pand, click the Network icon.

Click the Add button on the Network option.

In the Select Network Component Type didog box, double-click on Service.

In the Select Network Service dialog box, click the Have Disk button.

In the Ingtall From Disk didog box, type the path to the
ADMIN\NETTOOL S\SNMP directory on the Windows 95 compact disc, and then
click OK.

6. Inthe Sdect Network Service diaog box, click Microsoft SNMP Agent in the
Modeslist and click OK. If you are prompted to specify the location of additional
files, specify apath to the files on the CD-ROM or shared network drive.

a &~ w D

7. Redart the computer.
Configuring the Trap Destination

Y ou can also configure the trap destination on Windows 95 with the System Policy Editor.
The Palicy Editor is not a standard installed component for Windows 95.

1. From the Start menu, choose Control Pandl.
2. Choose Add/Remove Programs and click on the Windows Setup tab.

3. Click on Have Disk and specify the path \ADMIN\APPTOOL S\POLEDIT. Click
OK.

4. Sdect System Policy Editor from the Component list box and click Install and exit
from the Add/Remove Programs toal.

5.  From the Start menu, click Run and enter the command
pol edi t

6. Choose OK to Start the program.
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In the System Policy Editor, choose File® Open Registry.
Double-click on Local Computer.
Onthe Loca Computer Properties didog box, double-click on the Network icon.

Double-click on SNMP to display the properties for the SNMP agent. Then st the
community, permitted managers, (the IP or IPX addressesthat are allowed to get
information from an SNMP agent), and trap destinations for the Public Community
(the IP or IPX address of hosts in the Public community to which you want SNMP to
send traps).

Notes: To send traps to a community other than Public, you must edit the Registry

directly. That procedure is explained in detail in your Microsoft Windows
95 documentation and is beyond the scope of this manual.

Configuring the SNMP Agent on Windows 3.51
Configure the SNMP agent on the Windows 3.51 server with the address or name of the
client that will receive the traps.

1
2.

6.

From the Control Pandl, click the Network icon.
On the Network Settings dialog box, choose SNMP Services.

- I1f SNMP does not appear in thelist of services, use the Add Software button
and ingtall the SNMP service from the operating system diskettes.

Choose the Configure button.

In the Send Traps with Community Name list box, enter the community name and
click Add.

In the Trap Degtination list box, enter the IP or IPX address of the trap destination
and click Add.

Choose OK to close.

According to Microsoft's recommendations, reinstall the Service Pack.
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First Steps for Installing All Components

Every component ingtallation begins from the main screen after you select an installation
language. The following steps open the main screen.

1. Insert the CD-ROM into the CD-ROM drive of the appropriate machine for the
component. For example, insert into the CD-ROM drive of amanaged system if you
areingtalling agents. (Y ou cannot ingtall from a network drive.)

2. OnWindows NT or Windows 95 systems, as soon as the CD-ROM is engaged the
main screen appears. If it does not (for example, on aWindows NT 3.51 system), do
the following:

- From the desktop, click the Start menu.
- Choose Run. Enter the path asfollows:

OnWindows systems. <cd-rom dri ve>: \ Aut opl ay. exe

On Alphasystems. <cd-rom drive>:\ Al pha\ Aut opl ay. exe
Double-click on Autoplay.exe to open the language selection screen.

3. Chooseyour preferred language. The selected language remains the default the next
time you ingtdl or uningtall any component from the CD-ROM. The main screen

opens.
4. Onthe main screen you have the following options:

Welcome—Displays overview information about the product.
- Install—Displays the components you can install.

- Tutorial—Runs the online tutorial. Y ou can install the tutorial or
view it at any time from the CD-ROM.

- Documentation—Displays the manuals and other hardcopy
documentation using the Adobe Acrobat reader located on the
CD-ROM. (You do not need to install Adobe Acrobat on your
system.) Y ou can open the manual from the CD-ROM. Online help
isinstalled with the applications.

- Finish—Closes the installation and offers to start ServerWORKS
Manager Console (if it was installed) or to exit.
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Do one of the following:

- Click on Ingtal to open the component screen. From this screen you can
navigate to any of the componentsto install them. Skip to the section
"Component Instalation Instructions' for details about each component.

- Click on any of the other options and follow the prompts to navigate through
the option. For example, click on the Tutoria to open the tutorial and view it.
When you exit from the tutoria, you are returned to the main screen where
you can chooseto ingtall acomponent or exit.

Component Installation Instructions

Use the step-by-step instructions in the following sections to install specific components. If
thisisthefirst instalation of ServerWWORKS Manager, begin by instaling the
ServerWORKSS agents. Then ingtal ServerWORKS Manager Console.

If you arereingtalling any of the components from an earlier version, read the section
“Pre-Ingtdlation Congderations’ if you have not done so.

Installing ServerWORKS Manager Agents

Install the agents before you ingtal any other component. Ingtall the agents on the remote
machines that you will manage from the ServerWWORKS Manager Console. The ingtdlation
provides only the agentsthat are appropriate for the operating system and platform on which
you are running the ServerWORKS Manager CD-ROM.

Installing ClientWORKS with the Agents

ClientWORKS isingtalled when you ingtall NT agentson DIGITAL servers. Thisingtallation
of ClientWORKS s configured for local and remote browsing. (Refer to the section
"ClientWORKS'" in this chapter for more information.) Y ou do not need to reingtdl
ClientWORK S when you ingtal ServerWORKS Manager Console.

Note:  After you install an agent on Windows NT, reinstall the latest Service Pack.
(When you install a system component on a system that has a Service Pack
installed, you must reinstall the Service Pack, following Microsoft's
recommendations.)

1. Openthe main screen by following the procedure in "First Steps for Ingtalling All
Components.”

2. Click Ingtall to open the component screen.
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From the component screen, click ServerWORKS Manager Agents.
4. Follow the messages in the prompts to complete the agent installation.
- Toingdl NT agentson DIGITAL servers, click Install.

- Toingal agents on other operating systems, click Read to learn more about
specific ingtructions. Follow the prompts. When the agent installation is
complete, click Close.

5 5 On the component screen, choose the next component to ingtall. If you are
not ingtalling other components, click Close and then click Finish on the main
screen.

Do you plan to monitor your management console?

You caningtall an agent and the console software on a management console running
Windows NT 4.0. Usethe preceding instructions for the agent installation.

Installing ServerWORKS Manager Console

Ingtal the ServerWORKS Manager Agents before you ingtall the ServerWORKS Manager

Console. (The ClientWORKS ingtdlation is also included with the ServerWORKS

ingtdlation, and you have the option of ingtdling it as soon as the ServerWORK'S Manager
Console ingdlation is complete.) Instal the console software on the machine from which you
will manage other systems and servers. Typicaly, thisis your desktop or lab administration

machine.

If previous versions of ClientWORKS or ManageWORK S areingtalled, the installation may
perform additional tasks, according to your responses or what it finds on your system. Always

follow theingtructions in the prompts.

If you arereingtalling, refer to the section “Before Y ou Begin” for helpful suggestions and
required tasks.

To install ServerWORKS Manager Console

1. Openthe main screen by following the procedure in "First Steps for Ingtalling All
Components.”

2. Click Ingtall to open the component screen.
3. From the component screen, choose ServerWORKS Manager Console.
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Do one of the following on the intermediate installation screen:
- OnWindows NT, if you have dready ingtalled the NT agent, skip Step 1.
At Step 2, click Read to learn more about ODBC and the Data A ccess Pack.

At Step 3, click Ingtall to ingtall the Microsoft Data Access Pack if you do not
have ODBC V3.5 or greater ingtalled. Y ou need to ingtall dl the Data Access Pack
components. Follow the ingtructionsin the prompts.

At Step 4, click Ingtdl to ingtall ServerWORK'S Manager and open the
component screen. Then click Next.

- OnWindows 95, at Step 1 click Read to learn more about ODBC and the
Data Access Pack.

At Step 2, dick Ingtal to ingtall the Microsoft Data Access Pack. Y ou need to
ingtal al components of the Data Access Pack. Follow the instructions in the
prompts.

At Step 3, click Ingtdll to install ServerWORKS Manager Console. Then click
Next.

On the Welcome screen, click Next to agree to the licensing information.

If the ingtallation cannot locate a previous registration, register your name and
organization on the ServerWORK S Manager Console screen, follow any prompts,
and click Next.

On the Choose Destination L ocation screen, click Next to place thefilesin the
specified default directory. Avoid ingtalling anew version over a previous version.
(On a subsequent ingtallation, you may have problems sharing files between the two
versonsif one version residesin another directory.) If you want to change the
directory, use the Browse command to select the location and return to the Choose
Dedtination Location screen. Then click Next to proceed.
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7. If thisisthefirgt ingtalation, skip to Step 8. If you are reingtalling, do one or both of
the following:

- Sdect "Usetheexigting database." This option preserves the current
database and mergesit into a new database. If you do not select this option,
the old databaseis saved in:

\ Program Fi | es\ Di gi tal \ SWvgr \ dat abase\ ol d

- Sdect "Remove previous versions of ManageWORK S and ServerWORKS."
Follow any messages in the prompts regarding uningtalling previous versions
of the software.

Then click Next.

8. Specify whether you want the background tasks to start automaticaly or to start only
when you run ServerWORKS Manager. If your console is dedicated to
ServerWORK S and administration, you may want to run them automatically. Then
click Next to proceed.

9. Continueto follow the prompts until the ServerWORKS Manager ingtdlation is
complete.

Installing ClientWORKS

After ServerWORKS Manager has been ingtalled successfully, the ClientWORK S ingtal lation
begins automatically. Thisinstallation of ClientWORKS isfor remote browsing only. Refer to
the section "ClientWORKS" in this chapter for more information.

If SNMP services are running, you are prompted to stop them during the instal lation. Follow
the messages in the prompts to shut down and restart the SNMP service.

1. Proceed with the ClientWORKS portion of the ingtallation. Continue to follow any
prompts. Then click Next.

2. Onthefirg licensing acknowledgment screen, click Next. On the second licensing
screen, click Yes.

3. Onthe ClientWWORKS components screen, salect the option(s) and then click Next.

4. Onthelanguage option screen, choose the same language that you used to install
ServerWORK'S Manager and click Next to proceed.

5. Choose the destination for ClientWORKS and click Next.
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Choose the default folder name or enter your own folder name. Then click Next.
Follow any prompts regarding SNMP service.

When ClientWORKS is successfully ingtalled, ServerWORKS Manager Console
integrates ClientWORK S with ServerWWORKS.

The option “View README.TXT” is selected so that you can read the information
immediately. If you do not want to view the README.TXT, desdlect the option and
click Finish. Follow the messages to close any remaining dialog boxes. The
intermediate installation screen appears. Click Close.

On the component screen, click Close again to return to the main screen.
On the main screen, click Finish.

On the next prompt, salect "Start ServerWORKS Manager immediately™ or click
Exit.

On exiting you are returned to the component screen. If you do not plan to install
any other components, click Close.

On the main screen, click Finish.

Installing RAID Storage Management
Skip this section if you are not ingtalling RAID controller management applications.

Installing StorageWorks
StorageWorks consists of a client for the management console and agents for the managed
servers. The StorageWorks client isingtaled on aWindows NT or Windows 95 node. The
StorageWorks agents are ingtalled on servers that are connected to a StorageWorks Raid
controller running Windows NT, NetWare, or SCO UNIX.

1

Open the main screen by following the procedurein "First Stepsfor Ingtaling All
Components.”

Click Ingtall to open the component screen.
From the component screen, choose StorageWorks Command Console.

On the next screen, click on Agent or Client and follow the prompts to return to the
main screen.

On the main screen, choose the next component to ingtall. If you are not instaling
other components, click Finish.
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Installing Mylex GAM

Mylex GAM consists of aclient that isinstalled on the management console running
Windows NT or Windows 95 and agents that are installed on serversthat are connected to
Mylex GAM RAID controllers.

1. Openthe main screen by following the procedure in "First Steps for Ingtalling All
Components.”

Click Ingtall to open the component screen.
From the components screen, choose Mylex GAM.

On the next screen, click Install and follow the prompts to return to the main screen.

a &~ WD

On the main screen, choose the next component to ingtall. If you are not instaling
other components, click Finish.

Installing Remote Management Integration
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Skip this section if you are not installing remote management integration.

Y our selection for remote management depends on the operating system of the management
console where you are ingtalling the component.

1. Openthe main screen by following the procedure in "First Steps for Ingtalling All
Components.”

Click Ingtall to open the component screen.
From the components screen, choose a remote management service for your system.

Follow the prompts and click Finish when the integration is successful.

a &~ WD

On the main screen, choose the next component to ingtall. If you are not instaling
other components, click Finish.
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Post-Installation Options

Several featuresof ServerWORKS are manually ingtalled or configured after ServerWORKS
isinstalled.
WatchDog Timer on Multiple Platforms

WatchDog Timer is an option you can ingtall after ServerWORKS Manager isingalled. The
Watchdog Timer isa utility that automatically recovers a hung operating system by rebooting
the server. The Watchdog Timer is disabled by default at installation. For security reasonsthis
rel ease supports enabling/disabling this feature at the agent from the system prompt.

Onthe NT, NetWare, and SCO UNIX operating systems, ServerWORKS Manager offers
Watchdog Timer support for Prioris ZX6, HX6, MX6 and XL 6 servers and the DIGITAL
Server 3000, 5000, and 7000 series.

To enable WatchDog Timer:
1. Openthe system prompt.

2. Enter the program name followed by a space and the number of minutes to wait
before rebooting of the system occurs. For example:

Onan NT system:
sw wdt 4

On aNetWare system:
| oad Server WORKS wdt 4

The system provides a message describing the result. For example, an NT system

displays the message “WatchDog enabled for 4 minute wait before reset after system
hang.”

To disable WatchDog Timer:
1. Enter the program name at the system prompt
2. Omit the number of minutes.

Using sw_wadt sets the Watchdog Timer permanently on a server. If the Watchdog Timer
causes a system to be reset, the last shutdown reason includes a message confirming this. You
can choose from a one to four-minute wait.
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WatchDog Timer on SCO UNIX

Y ou can enable WatchDog Timer at ingtallation when you install ServerWORKS agents on

SCO UNIX systems. In response to the prompt, enter the number of minutes to wait before

rebooting occurs. Y ou must be logged in as/root or as an administrator to enable WatchDog
Timer on SCO UNIX.

Reusing a Previous Version of ServerWORKS Manager
Console

You can use aprevious version of a ServerWORKS Manager Console and its database. If the
previous version was ServerWWORK S Manager Console V2.x or V3.x , do the following:

1. Findthe ServerWORKS Manager section in the WINLINI file. This sectionis
labeled:

[ManageWORKS user info]
2. Inthissection, find the line within this section that begins:

IN file=

The line specifies the current location of ServerWORKS Manager. Y ou will need to
changethelineto:

INI file=<full path to Server WORKS Manager Console to use> \SWGR I N

3. For ManageWORKS V2.2, edit thelineto:
INI file=<full path of previous installation> MAORKS. | N

Converting a ServerWORKS Manager Console Database to
Access

2-32

ServerWORK'S Manager Console V3.x uses an Microsoft Access database to store
information. Version 2.x ‘ini’ files such as swextomm.ini are no longer used. All information
isnow stored in the database. If you want to use an V2.x database, it must be converted to be
used with V3.x. Thisis done automatically by the installation procedure.

Assume ServerWORK'S Manager Consoleisingtaled at:

<install drive> \programfiles\digital\swmgr:

If apreviousingtallation was found and the database was preserved, acopy is placed at:
<install drive> \programfiles\digital\swmgr\database\old
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The installation converts the Server WORKS Manager Consol e V2. x
database in DB4 format to a Mcrosoft Access database format
automatically

As part of an ingtalation, ServerWORKS Manager Consoleingtalls a pre-initidized V3.x
database at:

<install drive> \programfiles\digital\swmgr\database\enpty

If thisisanew ingtalation or if the previous database is not being preserved, thisistheinitia
database.

Note:  During the installation, if the current version is installed in the same
directory as the previous version, the previous version is deleted first.
Installing a new version in the same directory as a previous version is not
recommended.

Troubleshooting

This section describes common occurrences when an ingtallation is unsuccessful and suggests
solutions. Review the list for your particular Situation if you are dissatisfied with the
ingtallation. If you have not yet ingtalled, reviewing the list before you proceed is
recommended.

Condition: The alarm settings do not work correctly after upgrading WindowsNT 3.51 to
Windows NT 4.0. Mot likely, the verson of ODBC needs upgrading.

Action: Ingtall ODBC 3.5 from the ServerWORKS CD-ROM by running
\ODBC35\dataacc.exe.

Condition: ServerWORKS Manager does not launch. The last exit from ServertWORKS
Manager or another component that uses the file PCMGR.MDB may have been
abnormal or system shutdown may have been improper (for example, a power
outage).

Action: The .MDB database file may need repair. To do this, follow the ingtructions:
1. Start the ODBC management utility from the Control panel.
2. Click onthe user DSN page.
3. Sdect SWMgrDB.
4. Click on the Configure button.
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Condition:

Action:

5. Click onthe Repair button.

6. Choose OK to exit.

Reboot and try ServerWWORK S Manager again.
Memory resources are being reduced.

Running ServerWORKS Manager for long periods of time (more than a day)
and receiving large numbers of SNMP traps or alarms of any type,
progressively consumes memory and eventually can cause the console system to
run out of virtual memory. The problem is caused by memory leaks that occur
with some versons of ODBC and Jet drivers. If this problem occurs, update the
consoles ODBC and Jet versionsto 3.5. Y ou may aso need to tune the system
using information from the Microsoft problem report Q154384 (see bel ow).

The Verson 3.5 ODBC and Jet drivers are available on the Server'WORKS
Manager CD, in the\ODBC35 directory, in afile named dataacc.exe. Simply
executethefile. Thisisan Install SHIELD application that installs the drivers.
Thereisaso areadme.txt filein this directory. Both are Microsoft filesthat can
be found in the April '97 Microsoft Developer Network SDK CD Disk 1.

Another source for the driversis the Microsoft web page,
http://mww.mi crosoft.comv/support/products/backoffice/odbc.

Select MS ODBC Drivers 3.5, then ODBC Desktop Database Drivers 3.5. This
downloads the file, WX 1350.exe, which contains the drivers. In addition to
upgrading the ODBC and Jet driversto Verson 3.5, it may be necessary to tune
the console to prevent database applications from consuming excessive memory.
Microsoft has published two problem reports, Q153797 and Q154334,
describing memory lesk problems. Report Q154384 provides detail on how to
tune a system's ODBC and Jet 3.x driversfor best memory usage and
performance. It isrecommended that you read these documents.

If ServerWORKS Manager is dready installed when you update the ODBC
drivers, the next time ServerWORK'S Manager is started, it may display the
message, " Can't Find Database”" (Windows NT V4.0), or "Database
Inconsistency Error” (Windows 95). To proceed, click OK to continue.
ServerWORK S Manager will start up normally and the message will not

resppear.
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Action:

Condition:

Action:

Condition:

Action:
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The ServerWORKS Manager Event Logger does not record events as expected.

If unacknowledged eventsfill up the log, the log can terminate prematurely.
Increase the buffer file size using the ServerWORKS Manager DB Utility.

If the Event Logger terminates abnormally, new events are not recorded and
existing events are not acknowledged. Rebooting your management console
may alleviate this.

The Event Logger recognizes community names from SNMP traps of only up
to six characters. Longer names are truncated. Review the documentation for
your operating system for information on setting community names.

Alarm events are not appearing on the Windows NT Event Viewer.

You can useNT Event Viewer only on systems running Windows NT. To use
the Event Viewer, modify theinitidization file (swhgr . i ni ) to enable NT
Event Viewer logging. Use the following procedure:

1. Fromthe Start menu, choose Find® Files or Folders.
2. IntheNamefield, enter
swgnT . i ni
Then click Find.
When the search is complete, double-click on thefile.
4. Searchthefilefor the parameter section [Setup]
Change the following parameter to a vaue as shown:

Wi teTrapMsgToNTEvent Log=1

6. Closethe siwgmr.ini file and restart the ServerWORK'S Manager
Console.

The SNMP service does not gtart from the ingtallation program or from the
NET START SNMP command.

Firgt check the Event Viewer and look for either of the following messages:
OnNT 3.51: The SNMP Service terminated with server-specific error 1.

OnNT 4.0: The SNMP Serviceisignoring trap destination <node name>
becauseitisinvalid.
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Condition:

Action:

If you see these messages, use the following procedure:

1. Removethe offending node from the trap destination list in the
SNMP Service Configuration dialog.

2. Stat SNMP from the DOS prompt using the NET START
SNMP command. Repest this procedure for every failing nodein
thelist.

If there are many Trap Destinations listed, do the following:

1. FromaDOS Prompt, type NET STOP SNMP to insure that
SNMP sarviceis sopped.

2.  Start the service usng SNMP command.

3. Check the Event Log for errors and remove from the trap
degtination list any nodes that timed oui.

There are other SNMP errors that cause the service-specific error 1 to be posted
to the event log. If the previous procedure does not change the condition,
consider the following aternatives:

Check your DNS and WINS settings. Make sure that LMHOST'S lookup
isenabled if you intend to resolve the problem using LMHOSTS.

A singleinvalid destination can cause atime-out if the network is running
dowly. Waiting for multiple time-outs will cause this problem on a healthy
network.

ANnNT Loca group member does not have rights on the machine on which the
group was created, for example, theright to log on locally.

In NT administration, the administrator must explicitly assign rights. The
adminigtrator can do thisin NT Management or through ServerWORKS
Manager NT Server Management. In NT administration, thisis accomplished
in the User Manager® Policies® User Rights® Log on Localy. In
ServerWORK S Manager NT Server Management, this is accomplished from
the User Rightstab. Refer to the section "Using NT Server Management for
NT Domains' in Chapter 5 for asample NT Server Management procedure.
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Condition: Theinstalation continuesto fail despite attemptsto remove al ServerWORKS,
ManageWORKS, and ClientWORKS from the system.

Action: There are numerous keys in the Registry relating to the applications. You
should first remove the software using the Control Pane® Add/Remove
Programs applet. Some earlier versions of these products cannot be completely
removed without intervention in the Registry. Y ou can find the Registry in the

following locations.

Table 2-7 Location of the Windows Registry

Operating System Registry Editor
Windows NT \Windows\Regedt32.exe
Windows 95 \Windows\Regedit.exe

Refer to Appendix A for alist of Regigiry keys.
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Introduction

ServerWORK'S Manager Consoleis designed to manage DIGITAL servers, desktop PCs, and
mobile devices. 1t may aso be used as an interface for adminigtrative tasks for Microsoft NT

or Novell NetWare! servers.

The contents of this section are asfollows:
Discovery—collect information about the objects on the network
Viewers—display the objects that can be managed
Browsers—set or display specific parameters on objects

Alarming and Actions—set alarms for user-defined events and start
appropriate actions

Monitoring and Status—display color-coded information on the objects
Reports—generate specific information

Each of these is briefly discussed in the following sections. For more information on any
particular topic, refer to the Windows-based online help integrated into ServerWORKS
Manager Console.

1 Novel NetWareis also known as IntraNetWare.
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Discovery

Discovery isthe process used to discover objects on the network. There are three methods
used to discover objects on the network:

NT Server Management Discovery
Novell NetWare Discovery
IP Discovery

Thefirst two processes are done dynamically every time an object is expanded from
ServerWORKS Explorer. For example, each timethe NT Server Management (Microsoft
Networks) object is expanded, a discovery isdone.

The third method is IP Discovery. Thisisdonein aseparate process using the IP Discovery
tool and isinitiated by the user in order to minimize the amount of |P network traffic.

NT Server Management Discovery

NT Server Management Discovery lists the Microsoft Network objects (those running LAN
Manager V3.0 Protocol). ServerWORKS Explorer displays the root object, which may be
expanded to show the entire Microsoft Network. Objects found may include more objects
than just NT servers (such as OS2 or Windows 95). The systems that respond may not have
the full functionality of Windows NT, and as aresult may not have all its capabilities. In
addition, you need the DIGITAL agent installed on an NT machine you are monitoring to get
complete information on the NT machine. Therefore, NT Server Management tools may be
used to administer some tasks on those systems, but not necessarily all.
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NT Server Management Discovery information is not stored in the database, but is obtained
each time that the NT Server Management object is expanded.

Novell NetWare Discovery

Novel NetWare discovery issmilar to the NT Server Management discovery inthat it is
garted by expanding the root NetWare object in the ServerWORKS Explorer. Thisresultsin
dynamically finding the NetWare objects on the LAN. Notethat NetWare VV3.x and V4.x
systems have different capabilities.

NetWare Discovery information is not stored in the database, but is obtained each time that
the Novell NetWare object is expanded.

IP Discovery

The IP Discovery wizard finds TCP/IP and SNMP objects on the network and places
information about these devices in the database. After discovery iscomplete, the IP
Discovery tool uses the information in the database to creste a default network map (1P
Discovery Viewer).

ServerWORK S Manager offers two methods of discovery. If you know your network, you can
use the Start Host method, which begins afast discovery of the network segment from a
logical starting point like arouter or name server. If you choose this method, you must name
the starting point. (Y ou may experience unpredictable behavior if you do not name the Start
Hogt). Y ou can achieve more thorough discovery through Ping Spray. Y ou can aso usethe
methods s multaneoudly.

In addition to finding devices on the network, discovery aso assigns an object type to each
device. A deviceisdefined according to information that the discovery tool receives when it
“discovers’ the device. The object type defineswhat the device is, for example: arouter,
server, bridge, or hub.

The IP Discovery wizard aso finds object typesthat you define, such asnon-DIGITAL
servers. For example, if your network contains a Compaq server, you can define atype caled
Server.Compag, assign Compaq MIBs to the object type, and provide iconsto usein the
hierarchical and map views. Refer to the section " Creating Custom Object Typesand
Profiles’ in Chapter 5 for more information.
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Subsequent Discoveries

The Discovery process may be incremental—it may be run repeatedly on aviewer to update
the information in the database and subsequently, in the map. 1f more than one map exigts, a
specific map may be selected to be updated with the discovery results.

When an incrementd discovery is done, the following occurs:
New connections and nodes are added to the specified map(s).

Configuration information for previously existing nodes is updated only if there
isachange.

Customized maps are preserved.

Adding Devices Manually

The IP Discovery wizard does not have to be used to populate aviewer. 1P devices may be
manually added to the database and to the map and hierarchica viewers.

Viewers

Viewers are used to display objects and may also illustrate the relationship between these
objects. ServerWORK'S Manager Console provides two types of viewers:

Hierarchical—listing of the objects under the applicable root object
Map—topologica representation of objects and the connections between
objects

Map Viewers

Map viewers are graphical displays of the network topology &t various levels. If the map isat
its highest leve, clicking on an object resultsin that object opening up and displaying the
next level of detail. Once at the lowest level, an object such asaDIGITAL server or arouter
can be salected and then monitored either by using the pull-down menus or by double-
clicking on the object to bring up its default browser.
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Hierarchical Viewers

Hierarchica viewersdiplay al local and network resources by using atree structure.
Different levels of the tree can be expanded or collapsed using the“+” and “-” tree controls.
One hierarchical viewer isthe ServerWORKS Explorer. This viewer is displayed when you
choose File® Open Viewer® Explorer after ServerWORKS Manager Consoleisinitialy
Started.

ServerWORKS Explorer

ServerWORK'S Manager Console comeswith adefault hierarchica viewer known asthe
ServerWORKS Explorer. ServerWORKS Explorer isaviewer that displays al network
resources and management tools.

ServerWORKSS Explorer is read-only—it cannot be deleted or renamed. In addition, the
order of its contents and the way in which the objects are organized cannot be changed.

By default, there may be up to four root objects listed under the ServerWORKS Explorer.
These are;

Server Objects
SNMP Objects

NT Server Management—Iisted only if the management console is running
Microsoft NT for Servers

NetWare File Servers—listed only if the management console is running
Novell NetWare

Objects may belisted under one or more root objects. For example, aDIGITAL server
running Microsoft Windows NT would be an object in the tree structure under Server Objects,
SNMP Objects, and NT Server Management. It islisted under al three categories because

it fulfills the requirements of each of these categories. The specifications for the categories
are described in the following sections.
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Server Objects

The Server Objects category includes DIGITAL servers with the following characteristics.

X86 processor-based DIGITAL server running NT (with DIGITAL SNMP
Extension Agents)

X86 processor-based DIGITAL server running Novell (with DIGITAL SNMP
Extension Agents)

X86 processor-based DIGITAL server running SCO UNIX (with DIGITAL
SNMP Extension Agents)

X86 processor-based DIGITAL server running 0S/22 (with OS/2 SNMP agents
installed; at a minimum, Host Resources Agent must be installed)

Alpha-based system running NT (with DIGITAL Agents)
Alpha-based system running DIGITAL UNIX
Alpha-based system running OpenVMS

Y ou can find smilar information about non-DIGITAL serversrunning NT and the DIGITAL
NT agent, whose sets of MIB 1l variables are enrolled in the ServerWORKS Manager
database. Refer to the section "Creating Custom Object Types and Profiles’ in Chapter 5.

SNMP Objects

This category includes al devices running the SNMP protocol, such as:

Bridges

Routers

Hubs

Servers

Desktop systems
Printers

Token Ring networks

3-6
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Ethernet networks
FDDI rings

Microsoft Windows NT Server Manager

This category includes dl DIGITAL serverson aLAN running the Windows NT operating
system. This category can aso include non-DIGITAL serverswhose MIB |l varigblesare
enrolled in the ServerWORKS database. Most NT Server administration tasks may be
performed for systemsin this category. Theintegration is such that ServerWORKS Manager
Console menus and dialog boxes may be used to perform Microsoft NT Server Management
tasks.

Note: The NT Server Management tools are available only if the management console
has Windows NT Workstation or Microsoft NT Server installed. If neither is
installed, the NT Server management object is not included in the ServerWORKS
Explorer tree structure.

Novell NetWare Server Manager

This category includes al DIGITAL serversthat are on aLAN running the Novell NetWare
operating system and that can be managed using the NetWare Management tools.

Note: The NetWare Server Management tools are available only if the management
console is running Windows NetWare Client from Novell. If Windows NetWare
Client is not running, the NetWare Server management object is not included in
the ServerWORKS Explorer tree structure.

Customizing Viewers

ServerWORKSS Explorer isthe starting point for customizing viewers by serving as a source
of objectsto copy into other views.

Both hierarchica and map viewers may be customized to meet specific requirements. A
customized view may be updated by running a discovery and sdalecting that view to be
updated.

Severd different viewers may be crested to serve different purposes. For example, one view
may contain al of the serversin the organization, while another may display filesand
applications on multiple servers, while athird may display the TCP/IP topology. Any type of
information may be grouped in aview, regardless of its source or content.
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Manually Placing Objects into Views
There are four ways to manually add objectsinto viewers:

Using Insert from the Edit menu

Using the map palette to insert objects into the map viewers

Using the mouse to drag and drop objects from one viewer to another viewer
Cutting, copying, and pasting objects between views or within aview

In addition to putting objects into a view, viewers may aso be customized by changing the
format, layout, and colors assigned to certain objects. A background may aso be specified for
atopological map view.

For more information on viewers and how to customize them, refer to the ServerWORKS
Manager Console online help.
Browsers

ServerWORK'S Manager Console provides three different browsers that may be used to query
and set parameters on objects. These browsers are:

System Browser
MIB Browser

MIF Browser
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System Browser
The System Browser provides information on both static and dynamic parameters found in
DIGITAL objects such as servers, desktop systems, and mohile devices. The System Browser
uses information provided by DIGITAL SNMP agents loaded on the server, desktop, or
mobile system. Theinformation supplied may be:

Static information—detail s the system’ s configuration

System firmware descriptions and revision levels

CPU and memory expansion board configurations

Power supply and fan configurations

Disks

Network Interface Cards (NICs)

Asset management information for Field Replaceable Units (FRUS)

Dynamic information—details the current state of an object located on a server

CPU utilization

Disk utilization

Network statistics

Thermal and voltage readings and/or states
Fan and power supply states

Error statusfor the Error Correction Code (ECC) on the
SIMMSDIMMs

Reads and writes of the Operator Control Panel (OCP)

The System Browser also provides detailed reports and the ability to graph certain parameters
such as CPU utilization, network gtatistics, and therma and voltage readings. These graphs
may be useful for fault management and performance management.
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MIB Browser
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The Management Information Base (M1B) Browser is used to query (get) and modify (set)
MIB parameters on SNMP compliant objects on the network. After an SNMP object is
specified, the MIB Browser lists all of the applicable MIB groups for that object type, aswell
asthe MIB variablesin each group. For example, suppose the object parvin.ako.dec.comis
selected. The MIB Browser would then list dl of the applicable MIB groups for that object
type, aswell asthe MIB variablesin each group

The MIB Browser provides the following capahilities:
Perform SNMP set operations against one or more SNMP agents

View the properties of any MIB variable (for example, the variable's data type
or object identifier, access status, and description)

Access the MIB Profiler to modify or create MIB profiles (see "Additional
Tools" in this chapter)

Access the MIB Enroller to enroll new MIB groups into the ServerWORKS
database or modify existing groups (see "Additional Tools" in this chapter)

For SNMP objects other than DIGITAL servers, the MIB Browser isthe default management
action. Itis started from the Map Viewer, the toolbar, or the Tools Menu.

Some of the MIB variables are Read/Write, thereby alowing the variable to be “set” aswell
asread. For example, syslocation is a Read/Write variable, which means that a new location
can be entered for the system whenever the system ismoved. The changeis actualy madein
the MIB itsdlf. A Read/Write variable may aso be changed by other individuals using
another network management system.

Note: Set operations change the value of the parameter in the device and are usually
only allowed for non-critical parameters. This is because SNMP \ersion 1.0
provides limited security capabilities and is unable to determine whether a set
request is coming from an authorized user or system.
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MIF Browser

The Management Information Format (MIF) Browser isused in asimilar fashion to the MIB
Browser. It isused on desktop and mobile systems and may also be used on systems running
Windows NT or Windows 95. With the DMI service layer running on the system to be
browsed, you can see an inventory of various system software, hardware, settings, and
configurations. Thisinformation can be passed on to Microsoft System Management Server
(SMYS) through the MIF Maker program.

The MIF browser is available through an icon on the tool bar.

Alarming and Actions
This section coversthe following alarm topics:
Creating Actions
Configuring alarms
Viewing alarms
Actions to take when an alarm occurs

Creating Actions

Actions are similar to scriptsthat define what isto be done when an darm or event occurs.
The actions are stored independently of the alarm settings and may be reused for different
types of objects (such as servers or hubs) aswell asfor different types of darms. Actions can
be created before the alarms that may use them. Thisis done through the * Actions Directory
Setup” component of the Alarm Configuration Tool.

Actions may take three forms:
Dial a paging device and supply a numeric message
Send an email message
Start an application
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Examples of applications are:

Running a .wav file to notify individuals who are in the vicinity of the console
that a problem exists

Opening a troubleshooting window to guide an administrator through an
unfamiliar procedure

Proactively fixing the problem without operator intervention (for example, if
the system fills up with temporary files, the application can delete filesin a
temporary directory)

Configuring Alarms

3-12

The Alarm Configuration Tool is used to set larms on network objects, including DIGITAL
or other servers, desktop computers, and mobile systems. The same aarm can be configured
simultaneoudy for more than one object as long as the system parameter on which the alarm
isset isaso present on the hosts that were sdected for alarm configuration.

Traps and darms are received on destination management consoles. Y ou must configure
SNMPB, naming at least one destination on each device where a ServerWORKS agent is
ingtaled, and you must have SNMP configured on the management console for the trapsto
be received. From the management console, you can aso forward traps to other management
consoles using the Trap Forwarding utility.

Alarmsthat are not standard SNMP traps can be converted to trap format and forwarded as
traps to the management console to reduce the amount of network traffic.

Alarms can be set for status or threshold events.

Threshold alarms are triggered when a preset value is reached. For example,
an alarm may be set for File Utilization with the threshold set for 85%.
Threshold alarms may be set for the following:

— CPU Utilization

— File System Utilization

— Disk gorage used

— Voltage

— Temperature

— Cooaling, fans
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Memory SIMM/DIMM ECC gatus

Total Packets

Inbound Errors (errors while receiving data)

Outbound Errors (errors occurring when transmitting data)
Inbound Packets (number of packets received)

Inbound Packet Discards (number of received packetsthat are
discarded)

Unknown Protocol Errors (packets received with unknown
protocols)

Status alarms are set when a device fails, issues awarning, or comes back
online. For example, fan sensors failing may result in astatusalarm. The
following are the categories for which status alarms can be set:

Processors

Disks

Fans Sensors

Voltage Sensors
Power Supply Sensors
Temperature Sensors
Memory Status
Clugter Group Status

System status alarms to show whether a system is up, down, or not responding.

SNMP Trap alarms for any SNMP device on the network. The alarms are set
on traps occurring as the result of status changes.

Viewing Alarms
The Alarm Viewer is used to display the aarms that have occurred on objects. It dlows:

Viewing of unacknowledged alarms

Acknowledging of alarms

Searching for alarms based on specified criteria (filters)

Displaying alarm criteria on alarms that have been set
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Checking Unacknowledged Alarm Status and Count

The aarm counter buttons located on the status bar at the bottom of the ServerWORKS
window display the number of unacknowledged aarms of high, medium, low, or
informational severity.

Toligt al unacknowledged alarms of a particular severity, click the alarm counter button of
the desired severity (High, Med, Low, or Info). The Alarm Viewer window appesars, listing al
unacknowledged darms of that severity.

Additional SNMP Tools

There are additiona SNMP tools that you can use. These are:
Properties—provides information about objects
MIB Compiler—adds new MIBsto ServerWORKS Manager Console
MIB Profiler—associates M1Bs with an object type

Properties

ServerWORKS Manager Console's SNMP device tool provides the ability to view properties
for any SNMP device. Thetool isavailable from the Actions menu. It isaso available when
performing any of the other types of management functions such as NT Server or NetWare
Server Management.

MIB Compiler
The MIB Compiler is used to load new MIB group and MIB variable definitionsinto the
database.

The MIB compiler takesaMIB definition filein standard ASN.1 format (to describe the
information exchanged in aformat independent of the communicating systems), compilesthe
file, and links the resulting MIB information into the database.

MIB Profiler

The MIB Profiler is used to associate MIBs with an object type. For example, aDIGITAL
server object type has certain MIBs that have been defined to be associated with that object

type.
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If the MIBs associated with an object need to be modified, thisis done using the MIB Profiler.
The MIB profiler:

Assigns MIB groups to an object type.
Deletes (de-assigns) MIB groups from an object type.

The MIB Profiler savesthe MIB group assignmentsin the database so they can be referenced
by the MIB Browser. For example, after a particular SNMP object is sdlected, the MIB
Browser obtains the object type and uses thisinformation to display al the associated MIB
groups from the database. Only the applicable MIB groups are listed in the MIB Groups field
of the MIB Browser window. Then either agroup or one or more variables from that group
may be chosen to perform get and set operations against the specified object.

Monitoring and Status
A primary indication of a problem with an object is indicated by one of the following:

A color change to its circleicon
A color change to the map icon background
A bell appearing next to the object

The circle and icon background color are indications of the ICMP (Internet Control Message
Protocol) status or SNMP polling, and the bell indicates alarms and traps.

Status Changes

Status changes in objects are indicated by color changes on the viewers. On ahierarchica
viewer, the statusisindicated by acircleto the left of the object. On amap viewer, statusis
indicated by the background color of the object icon. The meanings of the colors are as
follows (note that these are the default colors):

Green—isthe result of either an ICMP or SNMP poll and indicates that the
deviceisup

Y ellow—is the result of an SNMP poll and indicates that the device may be
partially up or that one interface may be down

Red—is the result of an SNMP poll and indicates that the device may be in the
process of going down (may be intentional)

Magenta—is the result of either an ICMP or SNMP poll and indicates that the
deviceis not responding
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Statusis detected by either polling or “pinging” an object. If the poll or the ping is successful,
the status color is green. Otherwise, the status color of the object is magenta. The colors
yellow and red are seen only in limited circumstances.

Alarms

The darm bell isused to indicate alarms occurring on objects. On ahierarchicd viewer, the
bell is on the left side of the object, while on amap viewer, the bell isin the upper right corner
of the object icon.

The conditions that cause the bell to appear are the triggering of atrap or andarm. The
conditions for alarms are determined by what has been previoudy set using the Alarm
Configuration Toal.

Reports

There are two types of reports available. These are:

Discovery Report—generated by 1P Discovery and contains information about
the objects discovered

IP Address Report—generated by the IP Address Report Utility and provides
information on Media Access Control (MAC) addresses

Discovery Report
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When a Discovery operation completes, a Discovery report is created that lists any newly
discovered IP hosts, configuration changes, duplicate 1P addresses, and misconfigured
devices. All past reports are saved in the directory:

<ingalation Directory>\database\| PREPORT
Thefilenameformat is:
<month><date><hour><minutes>.txt
For example:
04071917.txt = (April 7th at 5:17pm)
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IP Address Report Utility

The IP address report is created from the database after adiscovery iscompleted. The
information contained in the report is address, name, and MAC address of each discovered
object. Thisreport isgenerally used to find conflicting 1P addresses associated with their
unique MAC addresses.

The IP Address Report Utility islocated on the Tools pull-down menu.

Background Tasks
The background tasks associated with ServerWWORK S Manager Console arel

Poller—Sends messages out at timed intervals to al objects with the intent of
initiating a response from the object

Data Collector, Event Logger, and Event Dispatcher—Background processes
that are associated with the ability to receive alarms and to perform further
actions

Ping Server—Performs user-initiated “polls’ of one object

Poller

The Poller periodically requests status information (up, down, or no response) from specified
network objects and their interfaces. The objects that may be polled are dl interfaces
belonging to network objects that have an SNMP agent or that have IP support (for example,
routers and end nodes).

By default, the Poller isautomaticaly started after 1P discovery isdone. Using the default
settings, al objects that are listed in the database are polled at the sameinterval.

Polling may aso be done on a user-defined group. A group may consist of a collection of
objects that would be polled at the sameintervals.
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Status Changes

When the Poller detects a status change, it forwards the information to the management
console.

When ahierarchical or map viewer receivesthe Poller status change information, it updates
the status color in the viewers (icon background in the map viewer and the circle next to
object in the hierarchical viewer). The meanings (default) of the colors are:

Green—up

Red—down

Magenta—no response
The colors may be customized.

The Poller may aso be configured to send SNMP trap information to an enterprise-level
network management system. Refer to Chapter 4 for more information.

Data Collector, Event Logger, and Event Dispatcher

Both the Event Dispatcher and Event Logger must be running to receive alarms, natification
of alarms, or to automatically run a script when an darm threshold is reached. In addition,
the ServerWORK S Manager Console Data Collector must also be running to receive darms.

If these three utilities are not placed in the Windows NT or Windows 95 Startup Group, the
Event Dispatcher and Event Logger are automatically initiated when ServerWORKS
Manager Consoleis started.

Ping Server
ServerWORK'S Manager Console has the capability to “ping” devices on the network.
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Database and Associated files

ServerWORKS Manager Console Database

The database is composed of aset of files that are stored on the management console.
Information gathered from | P Discovery, Polling, Alarm Configuration, Alarm Viewer, and
other utilities are written to the database. If an dlarm is added on aserver or the MIB
Enroller isused to add a MIB, these additions are reflected only in the database on the
management console. They do not dter any of the information on the device.

Some changes are not written to the database but may affect systems on the network. For
example, if NetWare Server Management or NT Server Management tools are being used,
the information is not written to the database but directly affects the servers being managed.

ServerWORKS Database Files
The ServerWORK S database consists of the following files located in the \database directory:

pcmgr.mdb file—contains SNM P information about the devices on your
network

snmpomm.ini, .dat—contains the configuration of SNMP components and
database validation entries

swmgr.ini—contains the configuration settings for the ServerWORKS
Manager applications

class.pod, .idx—contains display information about viewers and objects
contain.pod, .idx—contains display information about viewers and objects

object.pod, .idx—contains display information about viewers and objects
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In addition, the directories under
<ServerWORK S-Indtall ation-Directory>\database have the following purpose:

Backgrnd—contains “.bmp” files for map viewer backgrounds
Bitmaps—contains the bitmaps

Empty—files that represent the initial state of the ServerWORKS database
| preport—contains the | P discovery reports

Mail—temporary storage for actions that use mail

Pager—temporary storage for actions that use paging
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SNMP-Based Enterprise
Management Systems

This chapter explains how to use SNMP V1.0 (Simple Network Management Protocol) and
SNMP management tools with ServerWORK S Manager.

About SNMP

ServerWORK'S Manager uses the SNMP V1.0 protocol for its primary communication with
serversrunning avariety of operating systems. ServerWORK'S Manager implements
SNMP-based MIBs and an SNMP agent extension component that allows:

Remote control of systems through SNMP Set and Get operations

Setting of SNMP agent traps and alarms for the objects being managed using
ServerWORKS agents

Polling of SNMP variables to create console-based threshold alarms

SNMP System Components

SNMP retrieves data through one or many Management Information Bases (MIBs) that
describe the manageable objects on that hogt. In addition to system-supplied MIBs, vendors
can define additional MIBsthat alow vendor-developed devices to be monitored and
managed by SNM P management consoles.

A MIB includes the following information about every object it describes:
An object identifier that uniquely identifies the managed object on the network
A definition of the data type used to define the object
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A textual description of the object
An index method used for objects that are of a complex data type
The read or write access that is allowed on the object

A manager isaprogram that requests data from other computers on the network. An SNMP
management console is any computer running SNM P management software. When an
administrator at the management console requests information about a managed object, the
SNMP management program requests information about the object using its object identifier.

The agent isthe program that receives management requests and then sends the requested
information back to the SNM P management program that initiated the request.

The agent performs four operations:

Get and Get Next retrieve information about the managed object and return it
to the management console.

Set changes the value of a managed object variable. Only variables whose
object definitions allow read/write access can be set.

Trap sends messages to the SNM P management console when a change or
error occursin amanaged object. Thetrap isthe only operation initiated by
the agent without a specific request from a management program.

An extension agent is software that extends the functiondlity of the system agent. When the
agent receives arequest for information about one of the objects handled by an extension
agent, it passes the request to the extension agent for processing. The extension agent returns
the information to the SNMP agent, which returnsiit to the management console that
requested the information, as shown in Figure 4-1.
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Figure 4-1 Extension Agents in SNMP

The DIGITAL SNMP Extension Agent

Most operating systems provide SNMP agent subsystems that allow you to construct
extension modules for specific hardware and software. The DIGITAL server agent usesthe
operating system'’s native SNMP protocol stack and distribution mechanismsto return
information about DIGITAL hardware and software and to export traps to other systems.

An SNMP agent must be configured to send its traps directly to any SNM P management
console, including ServerWORK'S Manager Console, or to enterprise management systems,
such asHP OpenView or Tivoli TME 10, that use SNMP astheir trap and alarming
mechanism.
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How ServerWORKS Manager Console Uses SNMP

ServerWORK'S Manager Console functions as a management console without the SNMP
trap service. Becauseit usesits own SNMP stack for decoding SNMP traps, it does not
require that SNMP be ingtalled on the console machine. However, systems that are to be
viewed by the management console must have SNMP agentsinstalled and configured. If the
management console will be used to view the system on which it isingtalled, then SNMP
must beinstalled and configured on the management console as well.

ServerWORK'S Manager Console relies on the operating system SNMP components to
provide the I P port number of the SNMP trap (usualy 162). Thisentry can befound in the
sarvicesfile. OnaWindowsNT system, thisfileisusualy at
c\winnt\system32\driversietc\services. On aUNIX system, thisfileis at /etc/services.

ServerWORK S Manager attempts to use the trap port if it isnot already in use. The
ServerWORK S Manager Event Dispatcher receives traps from the SNMP trap port, soin
order to run an enterprise manager on the same system as ServerWORKS Manager, you must
close the Event Dispatcher process.

Note: Some Windows 95 and Windows NT systems may have the snmp-trap
entry removed. Make sure the following line is in the services file:
snmp-trap 162/udp smp

Configuring SNMP for Trap Forwarding
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SNMP isaconnectionless protocol. If the agent system and the management console system
do not agree on the trap port number and other details about the exchange, no messages will
pass between the two systems. No error will be detected and no exception message will be
generated.

A system running Windows operating systems does not have the SNMP service ingtalled by
default. 'You must add the SNMP service explicitly from the Control Panel and then
configure the SNM P agent with the correct security and access. Y ou need to do this for both
the management console and the system that will be generating the traps. 'Y ou will not
receive traps a the destination console if you do not configure the SNMP services correctly.
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Y ou find the SNMP setup in the Control Panel, under the Network icon. You need to
configure the SNMP service and specify atrap destination on the server (the managed
system). Refer to the section "Configuring the SNMP Agents' in Chapter 2 for ingtructions
for Windows NT and Windows 95.

The screens differ in the two versions, but both require the same information:
The community name or names you will be using

The network name or the IP address of each SNMP management console that
will be the destination for trap messages generated within a specific community

The following sections explain these items in more detall.

Configuring SNMP Security

The SNMP security service uses community names to authenticate messages. All SNMP
messages must contain a community name. The SNMP agent that receives the message
checks the community name againgt the list of names with which the SNMP serviceis
configured. If the message contains a known community name, the messageis processed. If
no known community name matches the one in the message, the messageisrejected. The
“Send Authentication Trap" check box in the setup window determines whether the SNMP
service sends atrap message to the requesting server when such an authentication failure
OCCUrs.

The default community name when the SNMP sarvice isingtaled on a Windows NT-based
computer is“public.” Y ou can add or remove community names as necessary. Note that if
you remove al community names, including the default name, the SNMP service on that

computer will authenticate and process SNM P messages containing any community name.
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Thereis no relation between community names and domain or workgroup names.
Community names function as a shared password for groups of hosts and you should salect
and change them as you would any other password.

Only agents and managers that are configured with the same community name can
communicate with each other. If the agent does not recognize the community name
contained in the SNM P messages from the management console, it will not accept any
messages from the management console.

Configuring SNMP Traps
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The SNMP agent generates trap messages, which are sent to an SNMP management console
caled the trap destination. If you want asystem to forward SNMP traps to a management
console, you must make sure both systems are properly configured:

The community name on the management console must be the same
community name set on the agent system.

The agent system must specify the management console system as atrap
destination.

If you set up an alarm without having configured the SNMP services, you are prompted to
configure SNMP and an SNMP trap destination on the managed system before proceeding.
Refer to the section " Configuring the SNMP Agents' for details.

When an agent trap condition occurs on the sending system, the agent sends the appropriate
SNMP trap message to the management console system. If you do not configure both
systems properly, no traps are passed.

Trapstypically notify the management console about events such as a service starting or
stopping, the existence of a serious error condition, or other event that isimportant to the
agent. The SNMP agent or extension agent and its associated M 1B defines what conditions
cause atrap message to be generated, but the user controls where the message is sent.

The trap destination must be a host that is running an SNMP manager program, such as
ServerWORK S Manager or an enterprise manager. Although you can identify the trap
destination by its unique name, the numeric IP addressis most efficient. DHCPis not
recommended due to the uncertainty of DHCP address trandation. Do not use a subnet
address.



Getting the Data You Want

Aningallation and IP Discovery with ServerWORKS Manager presents volumes of
information on al the network objects. The advantage of using ServerWORKS Manager is
that you can adjust and filter thisinformation in waysthat help you interpret or present data
based on your information requirements. This chapter explains severd proceduresthat alow
you to take advantage of the versatility of ServerWORKS Manager.

Discovering Your Network

IP Discovery finds TCP/IP and SNMP objects on the network and places the information in
the ServerWORK S Manager database. The database information is used to create the maps
and viewsthat illustrate the network. Before you search for network objects on alarge
network, it is helpful to know the subnet and subnet mask.

How Discovery Finds Objects

Discovery identifies objects using a specific sequence. Firgt, Discovery queries for the SNMP
MIB Il System Descriptor (the sysDescr). Discovery aso checksto see whether aDIGITAL
agent is running on the object. If the agent is running, Discovery looks for the DIGITAL base
agent system descriptor string (svrSystemDescr). On finding this string, Discovery identifies
the object asa Server.Digitdl.

Discovery continuesto query the object and determines the following:
If the object is a server, Discovery determines whether the object isa cluster server.

If the object isa cluster server, Discovery determines whether the object isa
DIGITAL or DIGITAL NT cluder.

If Discovery does not find any of the preceding information, the object isidentified
as aNode Generic. (Maost objects appear as generic nodes because SNMPis not
running.)

If an object has multiple adapters, and is not running the DIGITAL agent, the
object isidentified as a Router.
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To discover anetwork:

1
2.

From ServerWORK S Manager, choose Actions® Discover 1P Objects.

On the Networks to discover diaog, your subnet is the default network addressto
discover. Y ou can specify other subnets and find objectsin any or al of them.

Select any Network Address you want to discover. To add to the list:

- Inthe Network field, enter a subnet |P address or unique IP address (to
discover aknown object and placeit in aview)

- Inthe Netmask field, enter the subnet mask range of addressesto scan. Click
Add to place the new network or machine on the list. Then click on the
subnet you added to sdlect it. To select multiple subnets, hold down CTRL
and click on each subnet you want to discover.

Click Next.
On the Typesto discover diaog box, do one of the following:
- Click on Next to discover All Types of objects on the selected network(s).

- Sdect the specific types of objects you want to discover; for example, you can
specify Server.Digital or SERVER.MSNTCluster. Then click Next.

On the Discovery options dialog box, choose the discovery method. Unlessyou are
familiar with your subnet and can specify a Start Host for beginning the discovery,
choose Ping Spray. If you have created hierarchical views or maps, select one for
the results of the discovery from thelist in the " Select amap viewer for discovery
results:” list.

Click Finish. When the discovery is done, you can read the discovery report and
add new objectsto the current view. Y ou can aso choose to view the I P Discovery

Report.
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Customizable Options for a View or Map

Once you have amap or view, you can modify it. Because a network can include many
different object types, you may want to view data differently or act on the objects differently.

To get basic information quickly

Y ou can launch an application such as the System Browser or the ClientWORKS MIF
Browser. ServerWORK'S Manager has aready associated servers and cluster objects with
these gpplications. Double-click on anetwork object to display the associated browser. The
System Browser gives you a snapshot of object vital gatitics, such astheIP address and
name, the cluster name for cluster servers, a hardware description, and storage capability.

To create a logical network map

Y ou may want to manage particular network objects on a map as a group because they have
similar usage or for organizational purposes. Y ou can isolate them easily. Simply drag the
network objects from map to map.

To view vital statistics on a map

You can add alabd to anetwork object to display specific information on the map. For
example, you may want to see the | P address and name and netmask of an object.

1. From the Tools menu, choose Options® Object Display.
2. From the Hidden ligt, sdlect the information you want to display in alabdl.

3. Click Show. If you want to put the labelsin a specific order, select each labdl and
choose Before or After until the labels are positioned.

4. Click Clos.
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To modify the menus for the work you do

Y ou can edit the Tools menu to add or delete programs. For example, you can creste amenu
command that runs a batch file. To customize the Tools menu:

1. From the Tools menu, choose Options® Tools
2. Do one of the following:

- Click Add to add another application to the Tools list. Enter the tool name
(for example, Notepad) and the Path (for example, c:\windows\notepad.exe)
and click OK.

- Sdect an application and click Remove to delete the application.

- Sdect an application and click Change to modify the display name or path of
the tool.

3. Click Clos.
To manage network objects as a group

You can select alogica group of network objects and apply the same alarms and optionsto
them.

Firdt, create the group:
1. Fromamap view, sdect the object(s) by doing one of the following:

- Hold down the CTRL key and click on each object you want to add to the
group.

- Click and drag across the map to draw a selection rectangle around the
objects you want to add to the group.

2. From the Tools menu, choose Group Management.
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3. Do oneof the following:

- Click Add Group to creste a new group containing the selected objects. Enter
agroup name, polling properties and the community name for SNMP Get
and Set operations in the Group Properties group.

- Sdect one of the existing groups. Copy its polling properties and community
name into the new group and modify them as needed.

4. Sdect from Objects not in group and click Add to place them on the Objectsin
group list. To remove objects from the group, select them and click Remove.

5. Click OK.

Working with the ServerWORKS Manager Database

The ServerWORK'S Manager database is PCMGR.mdb. It isa Microsoft Access database that
you can view in Access. The database isingtalled in the subdirectory named dat abase of
the ServerWORK S Manager Console kit. If you chose the default directory at installation the
location is:

/ Program Fi | es/ Dl G TAL/ SWvgr / dat abase/ PCMGR ndb

The database contains dl the information about objects discovered on your network, alarm
and alarm configuration information, and event data.

If you are familiar with Access and database Structure, you can modify records in the database
to create query reports, use scripts, or perform specialized SNMP operations. Information in
the tables may be easier to view in the database table records than in the actual MIB files.

Note:  Use Access 95 \ersion 7.0. Do not use Access 97 \ersion X.
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The following list describes the most commonly accessed databases tables:

This Table Contains records about

APPL_GR All integrated third-party applications. A record exists for each integrated
application.

EVT_LOG The darm log table. All alarms and events, object 1Ds, and messages
associated with each event are stored here.

MIB_CLAS  MIB class name and the group the MIB belongs to, for all MIBs compiledin
the database.

MIB DESC A description of each MIB variable.
MIB_NAME Names of the MIB groups.
MIB_PROF  Object type and subtype profile for each MIB.

MIB_TABL  Theinternal MIB variable ID for al MIB groups that are compiled in
ServerWORKS. The ID isuseful for joining this table with other tables.

OBJ DEF Actua name and the polling interval of each machine.

OBJ IP Global name information (including the I P address, alternate address or
subnet, and netmask) of each machine.

OBJ SNMP  SNMP community names.
TRAP_ENT  Trap definitions and enterprise OID for al MI1Bs compiled in the database.
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The following table lists the prefixes used to name the database tables.

Prefix Table Information

ALM Alarm configuration

APPL Third-party application integration
AUTO Auto-discovery information

COoL Data Collector information

DB ServerWORKSS database information
EVT Event log data

GR Group information

LOG Event log data

LTBL Reserved for future use

MIB MIB Il variable information

NMDB Maximum counters for database fields
NOTF Notification information

oBJ Object type information that ServerWORK S uses
POD Reserved for future use

SUBT Object subtype information

SYS Mapping of SY SOID and subtype information for MIB 11 variables
TRAP Trap information

TYPE Object type information

USR User information

VIEW Map and hierarchicd view information
VWER Internal viewer information
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Using the DB Utility

The DB Utility accomplishes severa database maintenance tasks. Y ou usethe DB Ultility in
the following Situations:

If you suspect the database or some portion (table) is corrupted.

If you want to erase atable and start over. For example, you do not like the
thresholds you set for alarms and you want to change the levels on all of them.
(The cleanup erases everything in the selected table, so be certain you want to
recreate the information in ServerWORKS Manager).

If you want to modify the alarm log table. For example, you set a"false” aarm
that sent numerous messages for a non-alarm condition and you want to clear
the log of excess entries. Y ou can also change the size of the log table (the
number of lines).

Shut down ServerWORK S Manager Console, including the background tasks, before you
dtart the DB Utility.

To open the DB Utility

1. From the Start menu, choose Programs® ServerWWORKS Manager
Console® ServerWORKS DB Utility.

2. Do oneof the following:
- Inthe Database Table to Clean Up group, select onetable and click Initidize.

- Inthe Alarm Log Table, enter the maximum lines you want in the table (up
to 10,000, but note that 10,000 log entries consume disk space and memory).

3. ChooseFile® Exit.

Creating Custom Object Types and Profiles
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ServerWORKS Manager lets you create custom object types and assign MIB groups of
variablesfor non-DIGITAL servers. For example, Sophia of Desktop, Inc., could use this
processto view her network of servers from multiple vendors.

To creste the object type and assign the variables, you must complete the following tasks.
Each of these tasksis composed of several smaller steps. When you have completed the tasks,
you can manually add the object to your network map and begin managing it immediately.
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Define the object type so ServerWORK'S recoghizes objects on your network that match
the description

Enroll the MIB groups
Assign the MIB groups that focus on information you want about the object type

Use the following procedure as a guide to creating an object type and profile for any network
element. This example creates an object type for the Compag ProLiant 2500 Server, assigns
MIB groups, and explains how to add the object type to your network map manualy and by
discovery.

Defining the New Obiject Type

1. From the ServerWORKS Tools menu, choose Tools® Object Types and click the
Add button. The Add SNMP Object Types dialog box opens. Thisiswhereyou
enter the object definition. (See Figure 5-1.)

2. Inthe Add SNMP dialog box, enter or sdlect:
- Theobject type name, for example, Server
- Theobject subtype name, for example, Compaqg
- Bitmapsto represent the object icons (see Figure 5-1)
- Theicon's background shape (for example, endnode)
Then click Apply.

3. Click Close. A message warns you to exit from ServerWORKS Manager. Then
choose File® Exit.

About naming objects

Y ou can name an object anything you want. For example, if you plan to view the network by
organization, you might have object types named Server.Finance or Node.Salesl,
Node.Sales2.

About selecting bitmaps

Y ou can create your own bitmaps or you can saect them from the ServerWORKS bitmaps
collection and modify them dightly to represent anew object.
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Y ou can find the ServerWORKS hitmaps at:
<Server WORKS di r ect or y>: \ dat abase\ bi t maps

A color change to the bitmap is sufficient and is accomplished easily in atool such as Paint.
The sample bitmapsser ver g. bnp and ser ver 32. bnp provide agood starting point for
modifying bitmaps because they are the correct size. Modify and rename the bitmapsin Paint.
For example, for a Compaqg object, use serverc16.bmp and serverc32.bmp and store them
with the ServerWORK'S bitmaps.

About the background shape

Each network element that appearsin the object list (server, node, bridge, and so on) hasa
default shape for the icon. Use the default.

Add SNMP Obiject Types E |
Object Tupe:
ISewer j
Subtype:
II:I:umpaq j

Small Bitrnap: |C:\PROGRAM FILES\DIGITALASwWMG B eomse. |
[16x22)
Large Bitmap: |CAPROGRAM FILES\DIGITALVSWMG Brawse. . |
[32432)

B ackaground Shape:

I endnode j

Cloze | Apply I Help

Figure 5-1 Entries in the Add SNMP Object Types Dialog Box Define an Object Type
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Enrolling MIBs in the ServerWORKS Database

Before an object type can be used in ServerWORK'S Manager Console, MIB groups
associated with the object must be enrolled in the ServerWORKSS database. ServerWORKS
Manager has aready enrolled hundreds of MIB groups that are ready for assignment to new
object types. For example, if the object type Node.FinanceisaDIGITAL server, you can
assign DIGITAL MIBsdready enrolled for the server.Digital object type. (For the
convenience of Compag server adminigtrators, the Compag MIB variables are already
enrolled in the ServerWORKSS database.)

However, if you are creating an object type with MIBs you have acquired from avendor, a
Web site, or abulletin board service, you must enroll (compil€e) them into the ServerWORKS
database firgt.

1. Fromthe ServerWORKS menu, choose Tools® MIB Enroller. The SNMP MIB
Enroller diaog box opens.

From the Compile menu, choose MIB Compiler.

Choose File® Open to browse for the MIB on your system.

Sdlect the MIB. The MIB text appearsin the MIB edit box.

Click the Enroll button. Enter aname for the MIB and choose OK.

o o A~ W D

Choose OK again a the prompt “Do you want to store this MIB in the permanent
database?”’

About MIB group variables and their purpose

How do you know which MIB group to choose? Each group variable is explained for you. To
learn more about a group's variables, choose the group from the MIB groupslist. Sdlect a
MIB variable and click on the MIB Info button to display an explanation of the variable. You
can aso add to the definition and save your comments.

Assigning MIB Groups to the Object Type
1. From the ServerWORKS menu, choose Actions® Browse MIB® MIB Utilities.

2. Fromthe MIB Browser menu, choose MIB Utilities® MIB Profiler.
3. Sdect the new object name from the Object Typeslig, asillustrated in Figure 5-2.
4

Scroll through the MIB Groups list and select the groups of variablesto assign to
the object type. In this case, Compaq MIBs are identified with the cpq prefix.
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5. Choose Assign to add the groups to the Assigned MIB Groupslist.
6. Click Clos.

FE MIB Profiler

File  Help

Object Tupes MIE Group= Azzigned M|B Groups

Repeator. Generic ;I cpahith-cpaHeS gL HIEES cpaghith-cpaH eCriticalE mor
Router. 3Com cpghith-cpagHeF kT olPy cpghith-cpaH eSwsl
Router. Cizco cpghlth-cpgHelRC cpghlth-cpgHeSysUHIPoT
Router. DEC cpghlth-cpgHeT hermal
Router. Dechet 1 cpghlth-cpgHeTraplog cpghlth-cpgHeThermalF ar
Router. Dechet 2 cpghost-cpgH okdibR e cpghlth-cpgHeTrap
Router. Genenc cpghost-cpgH o sCaom cpghost-cpgHaCpullT ak
Router 1P cpghost-cpgHo0zCom cpghost-cpgHoFileSpsT ab
Fouter. Proteon gt cpghost-cpgHalnfo
Router.welllzst

Server. Compar

[P p

RIS 4| 2

Figure 5-2 MIB Groups are Assigned to the New Object Type

Scrolling Quickly Through ServerWORKS Manager Lists

MIB groups and variables number in the hundreds. To reduce the searching time,
click anywhere on the list and then type the first letter or two of agroup nameto
move to the section of thelist that contains the variables. For example, typesin
the Object Typesligt to display the server objects, type cp in the MIB Groupslist to
find the Compag groups.
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Manually Adding the Object to the Network Map

Adding a network eement manually is the fastest and least complex way to begin managing
the objects.

1

From the ServerWORK S Manager menu, choose File® New Viewer to creste a
new map or choose File® Open Viewer to open an existing map where you will
add objects of the new object type—in this case, the Server.Compaq type.

Choose Edit® Insert and sdlect the object type (Server) from the Insert diaog box
list.

In the Insert: Server dialog box, enter adisplay name, for example Compagl. This
nameis aso the default 1P Name. Y ou can change the IP name. Choose a network
object type from the Type list. For thisexample, it is Server.Compaq.

Click on Get Addr to display the IP Address.

Click OK. An auto-discovery is started to insert the new object into the view you
selected.

Checking for the Object

From the map, double-click on the object to open the MIB Browser. The new object is
identified with the Compaq name as part of the system descriptor. After you run 1P Discovery,
view the Discovery Report to seethelist of new Compaq objects.

Figure 5-3 shows the map view of anetwork with the new object type. In the lower right
corner, serv19.dec.com and serv24.dec.com, two Microsoft NT cluster members were
discovered. One has experienced an aarm condition.
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Figure 5-3 New Object Type Discovered in Map and Hierarchical Views

Associating Unknown Objects with Known Object Types

When SNMPis running, Discovery might also find objects that are not associated with a
known object type. These objects are named Unknown.Type. The sysObjectI D for the object is
not mapped to a existing object type so the appropriate MIBs are not applied to the object.

To create the association, you must map the unknown object type to an existing network
object. Y ou can perform the mapping when you run anew Discovery.

1. From the ServerWWORK S Manager window, choose Actions® Discover [P Objects.
2. Onthe Networksto discover diaog box, sdect the network and netmask. Then

click Next.
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On the Typesto discover dialog box, click the Types button.
4. Onthe Typesdiaog box, you can view thelist of Unknown.Type objects.

Select an object to associate with atype. Y ou can identify the object by the
sysObjectlD or the SNMP sysDescr. (Double-click on the object in a map to open
the MIB Browser and find the information.)

6. Click onthe Unknown.Type labdl in the object’srow. A drop-down list appears with
thelist of existing object types. Select the object type. Because you have cregted the
object Server.Compag, the name appears on thelist.

Types | %] |

“Y'ou can azzociate a type with an SHMP syz0bjectlD by clicking on the desired cell in the Type.

SHMF sy=0bjectiD SHMF sysDiescr Type
1.36.1.41.362151.61 Hostname: TAG.ako.dec.com CPU: | Unknown. Type
1.36.1.41.311.1.1.31.2 Hardware: 86 Family & Model 1 5t ‘
1.36.1.41.231.6410  Novell Metware 4.10 Movember 8, | ServerDigital
136141231132 Novell Unisw/are v2.1 SERVERDIGITALNTCIS
1.36.1.41.311.1.1.31.1  Hardware: 86 Family 5 Model 2 5t Unknowwn. Type
1.36.1.41.931.1.311  Windows MT wergion 4.0 [Build Hu nkrion. Type
1.36.1.41.91.10 Cizco Internetwark, Dperating Syst Unkrown. Type
1.261.4.1.211.1.1.21.2  Hardware: 86 Family 5 Mode| 2 5t nkrnown, T ype
1.36.1.41.311.1.1.31 Hardware: 80486-CODECPC - Saftw  Unknown. Type

136141 31.11.3.2  Micrazoft Corp. Chicago Beta. nkrawwn. Type
1.?.8.1.4.1.35.2.15.1?.3.1 Digital turbo PrintServer 20: W, nknon, T ype | _Iﬂ
4 3

ok LCancel | Help |

Figure 5-4 Types Dialog Box for Associating Unknown Objects with Existing Objects
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7.
8.

Click OK. From the Typesto discover dialog box, click Next.

On the Discovery Options dialog box, select the view or map to hold the discovery
and click Finish.

When the Discovery is complete, the unknown object appears on the map asthe new
Server.Compaqg object. Double-click on the object to view detailsin the MIB Browser.

Editing the Registry to Recognize the New Object

Manua insertion isaquick way to insert one or two objects, but if you are adding multiple
objects of atype, you might prefer to use IP Discovery. On NT systems, |P Discovery usesa
key inthe NT Regidiry to identify objects. Y ou can change the key to reflect aunique
characteristic of the object for a particular map view (for example, a hardware-specific
identifier or an organizationa identifier).

1
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Open the Registry editor regedit.exe. (Using Start® Find® Files or Foldersisone
way to locate thefile)

In the Registry, find the entry

HKEY_LOCAL_MACHI NE\
HARDWARE\
DESCRI PTI O\
System
Central Processor\
Double-click on the Identifier value and prepend the string with Compag, as
follows

REG SZ: Conpaq - x86 Famly 6 Mdel 1 Stepping 7
For this example the expression Compaq uniquely identifies the server object type.
Click OK and exit from the Registry.
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Editing the Registry with a Batch File

Creating anew object type temporarily changes the Registry. Because the change is not
permanent, you can write a batch file to make this change each time you reboot. Use the
Windows NT Resource Kit regegh.exe to get the key value for the Registry. Thefollowing is
an example of abatch file you can use asaguiddine:

if "94"=="" goto error
set tnpfile=C \tenp.reg
echo REGED T4>% npfil e%
echo. >>% npfil e%
echo [ HKEY_LOCAL_NACH NE
\ HARDWARE
\ DESCRI PTI ONS
\ System
\ Central Processor
\ 0] >>% npfil e%
echo "ldentifier"="Conpaq Server">>% npfil e%
call regedit % npfile%
del % npfile%
goto exit
echo Set of Conpag M B Il System Descriptor failed
serror
pause
texit

Integrating with Other Managers

One of the advantages of ServerWORK'S Manager isits capability to enroll other vendor's
MIBsinto its database and to provide DIGITAL MIBsto other manager applications that
alow them to see DIGITAL seyvers.

Y ou can launch ServerWORKSS applications from HP OpenView, NetServer Assistant, or
Tivoli TME 10.
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Receiving ServerWORKS Traps in Enterprise-Level Managers

By default, atrap forwarded from ServerWORKS Manager to an enterprise-level manager
will be displayed as an unknown trap. To alow an enterprise manager such as HP OpenView
or Tivoli TME 10 to display information about DIGITAL servers, you need to follow these
basic steps:

Enroll DIGITAL MIBsin the enterprise system.
Create the appropriate device class (object types and subtypes).
Customize the alarm view, if you wish.

The specific sepswill vary depending on which enterprise-level manager you use. This
section uses examples taken from Tivoli TME 10 NetView to illusirate the process.

Enrolling DIGITAL MIBs in a Non-DIGITAL System
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Most network managers alow you to compile anew MIB. After you compileaMIB, the
same information displayed in the MIB Browser can be displayed using another workgroup
manager's or enterprise manager's browser.

If you choose to enroll the DIGITAL-specific MIBs, you enable the user to get and set MIB
variables from the systems on which the DIGITAL SNMP extended agents are running. A
number of DIGITAL MIBsarefound in the ServerWORK S Manager directory. You can
integrate any or al of the following MIBsinto your SNMP management system:

MIB Name Description

NTCMGT.MIB DIGITAL NT Cluster MIB
RFC1514.MIB Host Resource MIB
SVRMGT.MIB DIGITAL Server Management MIB
SVRSYSMIB DIGITAL Sysem MIB
MLXGAM.MIB Mylex Globa Array Manager M1B

Toadd aDIGITAL MIB to Tivoli TME 10 NetView on the target system, select MIB from
the Toolsmenu. Select Load. The MIB Loader opens. Select the MIBs you want to load. If
you choose the Server System MIB, you need to include RFC1213 (MIB 1) aswell, because
the Server System MIB references variablesin RFC1213.
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Launching ServerWORKS System Browser from an Enterprise-
Level Manager

ServerWORK S Manager offersintegrated application launch. Most enterprise managers,
such as HP OpenView and Tivoli TME 10, alow you to add user-defined applications. When
you ingtal ServerWORKS Manager on a system where Tivoli TME 10 NetView for Windows
NT isingtalled, the ServerWORKS Manager ingtallation automatically ingtalsinto TME 10
NetView and registers the ServerWORK'S Manager System Browser so that TME 10
NetView can be used with DIGITAL servers. When you sdect aDIGITAL host inthe
NetView IPMap, the System Browser entry in the TME 10 NetView Tools pull-down menu is
activated, as shown in Figure 5-5.

* * TME 10 NetView - default - [IPMap - Segment:16.151.24_Segment1]

Q? File Edit Object Submap Monitor Test GGG Options  Window  Help -|5’|5|
[Fra =l&|#h|=0 @B ¢ M° |
(Find) | #8=0] @B ¢ St .

Figure 5-5 Launching the System Browser from TME 10 NetView
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Creating Alarms and Notification Actions

Y ou can associate an action with an alarm or event. Y ou can reuse the action for different
types of objects or for different types of darms. The following section describes how to creste
an darm and set up a natification action for it. First create the alarm. Then define the action
for the darm. This example creates an darm on a cluster.

Creating an Alarm

1. From the ServerWORKS Manager Console menu, choose
Tools® Alarm Configuration.

2. Select an object for darming from the list of network objects.
Click on Add New Alarm.

4. Définethedarminthe Add New Component Status Alarms dialog box. You have
several areasto define.

- Category tab: The alarm category lists the e ements you can alarm based on
the object type. In turn, the subelements that can be alarmed change with the
category. Select an Alarm Category (for example, Cluster Group Status) and
Itemsto be Monitored (Cluster Group). The Alarm at a Glance pane displays
asummary of the alarm.

- Statestab: Fromthelist of Possible Statesto be monitored, sdlect the states
you want in the alarm definition (for example Not Functional) and click the
right arrow button to add the state to the Alarm Stateslist.

- Severity tab: Choose the importance of the dlarm being set. Because you are
setting a natification action, High is areasonable severity level. Typicaly, you
do not need notification of informational or low importance aarms.

- Polling tab: Sedlect the polling interval for the object. A high severity darm
should have frequent polling, for example, one minute.

- Actions: If you are specifying an action, click on Add New. The Add New
Actions diaog box opens to define the action.
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5. Refer to the section "Adding the Notification Action on an Alarm™ and the
subsection that describes the action you want:

Notification action Described in subsection

Pager naotification Setting up a Pager Notification Action
Email notification Setting up an Email Naotification Action
Application launch notification Setting up an Application Launch

Adding the Notification Action on an Alarm

Y ou can choose between several actions¥s pager notification, email notification, and an
application launch¥a when an alarm condition occurs. For any action, you also set the
frequency of the action from the following choices on the Policy property page:

Always, for any alarm, for any action, whenever the alarm condition is met
Once for the first alarm only
At specified intervals for all alarms, regardless of how often the alarm occurs

At specified intervals for some individual alarms, up to a maximum number of
times regardless of how often the alarm occurs

For high severity darms, you might choose always. For less severe darms, choose an interval
to avoid overloading your email or pager with repeat messages. For minor alarms, onceis
aufficient (assuming you act on the natification before the problem becomes severe).

Setting Up a Pager Notification Action

ServerWORK'S Manager V3.2 supports only numeric paging using TAPI. Alphanumeric
paging is not supported. Before you can use the pager for notification, you must check that
you have a properly configured modem and com port specified for the telephone number that
will contact the pager. Refer to the section " Configuring aModem and Com Port for Paging”
if you are not sure that you have aworking modem.

1. Inthe Add New Actions dialog box, choose the Pager tab and click New.
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In the New User dialog box, enter the user information. The Pager number isthe
telephone number. (Refer to the section “ Changing the Default Pager Wait Time
for details about using commas.) The Pager Message is a numeric code that you
devise to interpret messages. For example, the message "111" might mean a
severe server environmental condition. More elaborate schemes are available with
some pagers. See your pager documentation for specific information.

Click OK. The user name appearsin the All Userslist. Click Add to also place the
name in the Pager User list. Then click OK.

Enter the action name, for example Page Me. Click OK. The new action Page Me
appearsin the Action Directory Contentslist. Click OK.

Click on the Policy tab and choose the interval (as described previoudy in this
section) if you want to specify an interval for the pager notification only. Then
click OK.

When an alarm condition is detected, the modem calls the pager and sends the message to the

pager.

Changing the Default Pager Wait Time

Pagers dlow you to include await time to adjust for timing between dialing a phone number
and sending the numeric message. The standard symbol isacomma. ServerWORKS
Manager Console paging alarm has adefault wait time of five commas. Y ou can change the
wait timeif you need more or less wait time between dialing the phone number and sending
the numeric message.
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To change thewait time:

1
2.

Open the swvmgr.ini file and find the section [Setup].
Addthefollowing statement to the section:
Pager Wi t Ti ne=
Enter a number for the page wait time. The page wait time is the number of

commas. Y ou may haveto try severa numbers until you find the right wait
interval for your paging system.
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Configuring a Modem and Com Port for Paging

If you have not aready done o, ingtall the modem hardware and software according to the
manufacturer'sinstructions.

Attempt to dia from the modem using any dialup software. If you cannot connect and reach
the phone number of the test location, recheck the computer-to-modem and modem-to-phone
physical connections and make sure the modem is turned on. Also check that the phone
number, area codes, and country codes are correct. Refer to the didup software

manufacturer’ s directions for details about the diaup software.

Settting Up an Email Notification Action
Before you can use email for notification, you must check that you have avaid profile for
Microsoft Exchange mail so the recipient gets the notification. First check that the profile for
your mail is*MS Exchange Settings.” If not, you must specify this profile. Refer to the section
"Setting Up the ‘M S Exchange Settings Default Profile” Then set up the email notification
action with the following instructions:

1.  OntheAdd New Actions diaog box, choose the Email tab and click New.

2. Onthe New User didog box, enter the user information. The email addressis the
Internet mail address for the recipient (for example support@company.com). The
message to the recipient contains the date and time, node name of the object that
triggered the darm, and a description of the triggering effect. SNMP traps may
include additional information.

3. Click OK. The user name appearsin the All Userslist. Click Add to also place the
namein the Email User list. Then click OK.

4. Enter the action name, for example Email Me. Click OK. The new action Email
Me appearsin the Action Directory Contentslist. Click OK.

5. Click onthe Policy tab and choose the interval (as described previoudy in this
chapter) if you want to specify an interva for the email notification only. Then
click OK.

When an aarm condition is detected, the mail protocol sends a message to the named
recipient.
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Setting Up the *‘MS Exchange Settings’ Default Profile

To configure Exchange for email notifications, first install your favorite mail protocol on the
same system where ServerWORKS Manager consolein installed. (Refer to the mail protocol
installation documentation for details. Instructions for specific mail applications are beyond

the scope of this manud). When you run ServerWORK'S Manager, aso run Microsoft
Exchange to receive the notification at the console.

The ‘M S Exchange Settings  default profile contains your mail protocol and logon
information. The profileis required for the email notification action.

1

6.

From the Windows desktop, right click on the Exchange Inbox icon and choose
Properties.

Choose the Show Profiles button. If ‘M S Exchange Settings appearsin the list of
profiles and in the "When starting M'S Exchange, use this profile* field, choose
Close. If the profileis not listed, create the profile.

- Beforeyou proceed, consult your system administrator for the mail protocol
name and logon information (such as the user name or mailbox and whether
you are using Exchange Server, Internet mail, or other information services).

Click the Add button. On the Inbox Setup Wizard dialog box, sdect the option
"Use the following information services' and choose your protocol from thelist of
information services.

Click the Next button. In the Profile Name dialog box, sdect ‘M S Exchange
Settings' (or enter the name ‘M S Exchange Settings' exactly, if it does not appesr.
Y ou must use this name). Then click Next again.

Continue to follow the prompts on the remaining dialog boxes. These vary
according to the information service you selected but will include protocol and
user information.

Continue to follow the prompts and choose Finish on the last Wizard dialog box.

The ‘M S Exchange Settings profile is added to thelist of profiles. Select the profile and
choose Close.
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Setting Up an Application Launch Action

The application launch action can be as smple or complex as you want. You will haveto
determine the command line for any procedure. The following isasmple example.

1
2.

On the Add New Actions dialog box, choose the Application Launch tab.

Enter the file name. Y ou need the full path name and the file extension (for
example, c:\netscape.exe to open a browser window).

Select the darm information (parameters) that you want passed to the application
to be launched. Y our application must be programmed to use the parameters (for
example, to display an animated aert and the passed parameters on an html
page). Click OK.

On the Action Name dialog box, enter aname for the action (for example, Alert
Me.) The name appearsin the Actions Directory list.

Click on the Policy tab and choose the interval (as described previoudy in this
chapter) if you want to specify an interval only for the application launch
notification. Then click OK.

When an darm condition is detected, the application opens and performs the specified
activity.
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Forwarding Traps
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The ServerWORK'S Manager console that receives traps can in turn forward those traps to
other systems. This allows workgroup-level managersto run ServerWORK'S Manager, while
enterprise-level managers run manager programs such as HP OpenView or Tivoli TME 10.
Forwarded traps are redirected by the ServerWORKS Manager Event Dispatcher and Event
Logger, not by the agent.

To forward trapsin ServerWORKS Manager, define the forwarding destinations from the
ServerWORKS console Trap Forwarding utility.

Trap forwarding takes place only when the Event Dispatcher and Event Logger are running
and only if no other application has opened trap port 162. By default, no forwarding takes
place. Agent-based traps are dways forwarded to the management console. Data Collector
alarms can be forwarded astraps if you specify thisin the Trap Forwarding utility.

Specify aunique address and a port for each destination. If a port number is not specified,
then port 162 is assumed to avoid problems with systems that have multiple SNMP trap
listeners on them.

All traps will be forwarded to each destination you define. ServerWORKS Manager dlows
up to ten forwarding destination addresses.

To specify atrap forwarding destination:

1. From the ServerWORKS Manager Console menu, choose Tools® Trap
Forwarding

2. Peform the following tasks:

- Change the community name, if necessary. Publicisthe NT default
community. Y ou can change the community name, but the name you use
appliesto al forwarding destinationsin the list.

- Sdect ‘Forward larms astraps .

- Click Add. On the Add didlog box, enter the Address and Port number. For
example, to forward al traps received a a management console to another 1P
address of 16.20.204.90 using the TCP/IP port number 162, you would
complete the dialog box as shown in Figure 5-6. Then click OK.
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Y ou can aso deete or modify aforwarding address. To delete, select an address
and click Remove. To modify, select an address and click Edit. Then change the
Address and Port information on the Edit dialog box.

3. Onthe Trap Forwarding dialog box, click OK again to close.
& Trap Forwarding M= E3 |

Commurity name:
I [ Fonward alarms as traps

Fonward ko

Addresz | Part
16.20.204.90 162

|
Add... I
Edit... |
HEemave |

] Cancel | Help |

Figure 5-6 Trap Forwarding Dialog Box
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Using NT Server Management for Windows NT
Domains

To manage an NT domain on your network, you can use ServerWORKS Manager NT Server
Management instead of using the NT administration utilities. The following procedure
explains how to creaste aLocal group and assign rights to the group. (For more information
about NT Server ingtallation and administration, refer to the MSDN CD-ROM Windows NT
Books Online volume Basics and Installation: Microsoft Windows NT Server, \ersion 4.0.)

To create a group in ServerWORKS Manager NT Server Management
1. Fromthe Explorer, choose NT Server Management.

2. SdecttheNT domain. Thelist expands to display the Groups, Servers, and Users
objects for the domain.

Select Servers. The list expandsto diplay the serversin the domain.

Select the server or workstation where you want to creste the group.

Select Groups.

From the Actions menu, choose Create. The Create Group dialog box appesrs.

N o g &~ W

Enter the group name and a brief comment identifying the group. Then select
Global or Locdl.

8. Click Apply to creste the group and remain in the Create Group dialog box to
creste more new groups, or click OK to creste the group and close the dialog box.

9. You are prompted to set other attributes for the new group. Do one of the
following:

- Sdect No to accept the default attributes.

- Sdect Yesto open the Properties of Groups diaog box to change other
attributes.
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To modify the rights

1. Fromthe NT Server Management, select the domain and machine where you are
assigning group rights.

2. Sdect Groups.

3. Choose Actions® Properties.

4. OntheProperties of Server didog box, click on the User Rights tab.

5. Onthe User Rights page, sdlect aright from the Right drop-down list. For
example, to alow the group membersto log on locally to the selected machine,
click Log on Locally.

6. Click Add.

7. Onthe Add Groups and Usersto... diaog box, select the group and click Add to
include thisright for this group. Then click OK.

8. Repesat steps 1 to 7 for each right you are assigning until you are satisfied that the

group has the appropriate rights.

Assigning Rights to Multiple Groups at Once

Simply select severa groupsin the Groupslist. Pressand hold CTRL and click on the groups
you areincluding. All rights assigned or deleted are applied to al groups sdlected.
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Implementation, and Internals by Douglas E. Comer
and David L. Stevens published by Prentice Hall
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SCO OpenServer Handbook How to install,
configure, and start using an SCO OpenServer
system, published by The Santa Cruz Operation 1995
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SNMP
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Prentice Hall 1991, second edition 1994

SNMP, SNMPV 2, and CMIP - The Practical Guide
to Network - Management Standards by William
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The Simple Book - An Introduction to Internet
Management by Marshall T. Rose, published by
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Topic Additional Source of Information

Windows 95 Microsoft Windows 95 Resource Kit published by
Microsoft Press 1995

Windows 95 SNMP Microsoft Windows 95 Resource Kit published by
Microsoft Press 1995

Windows NT Windows NT Networking Guide - Windows NT
Resource Kit by and published by Microsoft Press

Windows NT SNMP Windows NT Networking Guide - Windows NT
Service Resource Kit published by Microsoft Press

The following web site may aso provide additiona information on ServertWORKS:
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Glossary

Reference Information

The following terms are used frequently in any discussion of SNMP and network

management.

Term

Definition

Alarm

Allocation Units

CPU Utilization
Data Collector

DMI
FAT

File System Utilization

An SNMP trap generated by an agent or an event and
triggered by the results of polling an agent.

The size in bytes for a particular storage device. For
example, the alocation units for adisk are typically 512,
1024, or 2048 bytes and are sometimes referred to as ‘ block
size’

Average percentage of time that this processor was not idle.

Process that runs on the management console and polls
objectsfor SNMP data. The collector analyzes the data and
either generates alarms or passes the data on to registered
applications such as the System Browser.

Desktop Management Interface.

File Allocation Table (listed on the System Browser File
System property page).

The percentage of the file system being used (locd file
systems).
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Term Definition
IP Internet Protocol (see aso TCP/IP).
IP Address An address of an object on a network. The standard address

Management Information
Base (MIB)

MIF

Mount Point
MTU
Network Interface

Network Interface
Inbound Errors

Network Interface
Inbound Packet Discards

Network Interface
Inbound Packets
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is composed of four numbers each of which is less than 255.

Data Specification for passing information using the SNMP
protocol.

Management Information File - Thisis a database file that
defines a given host's configuration, hardware inventory,
storage devices, processors, and memory.

The top level name for a mounted file system.
Maximum Transmission Unit.

Communication between the management console machine
and the network. Usually completed through Network
Interface cards.

The number of inbound packets that contained errors
preventing them from being deliverable to a higher-layer
protocol.

The number of inbound packets which were chosen to be
discarded even though no errors had been detected to
prevent their being deliverable to a higher-layer protocol.
One possible reason for discarding such a packet could be to
free up buffer space.

The number of packets delivered to a higher-layer protocol.
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Term

Definition

Network Interface
Outbound Errors

Network Interface
Unknown Protocol Errors
NOS

NTFS

Polling Interva
Re-Enable Value

SNMP

SNMP Trap

Status Alarm

System Name

System Up Time

The number of outbound packets that could not be
transmitted because of errors.

The number of packets received through the interface which
were discarded because of an unknown or unsupported
protocol.

Network Operating System. The operating system and
protocol used to communicate between objects on a
network.

NT File system. File system used on NT.
The time between polling queries of adevice.

Value that can be set in the Threshold screen to
automatically enable an alarm that has previously triggered.

Simple Network Management Protocol - The application
protocol offering network management service in the
Internet.

An asynchronous event generated by the agent and sent to
the SNMP manager.

Alarm set on server processors or disks to indicate the status
of the device (options are running, non-functional, and
warning).

The name of the object on the IP network as returned by the
Naming server or found in the Hosts file on the management
console machine.

The time the system has been up since it was booted.
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Term

Definition

TCP/IP

Threshold Alarm

Threshold Value

Transmission Control Protocol/Internet Protocol. A widely
used set of software communications protocols. TCP
delivers data over a connection between applications on
different computers on a network: 1P controls how packets
(units of data) are transferred between computers on a
network.

Alarm triggered when a value entered on the Threshold
Alarm screen meets a specified condition.

Value at which an alarm is triggered (e.g., 10000 packets
per second).
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Registry Keys

Warning: Do not edit the Registry unless you are familiar with Windows NT or
Windows 95 operating systems. Do not remove the full tree path.

If you cannot ingtall successfully, you can edit the Registry keysfor ServerWORK'S Manager
Console, ClientWORKS, and the agents.

Before you edit the Regisiry, review the following guiddines:

Always use the ServerWORK'S Manager Console® uninstall Shield menu item or the
Control Panel® Add/Remove Programs applet first to remove previous versions of
ServerWORK S Manager Console, ClientWORKSS, and the agents.

Always back up the Registry before you edit it in case you must restore a damaged
Registry. From the Registry editor, use the Registry® Export Registry File menu item to
savethefile asa.regfile. The Registry online help describes how to complete this
procedure and restore the backed up Registry.

Keys and values may be different for Windows NT and Windows 95 systems.

Not al keys and values appear on al systems. Keys entered with earlier versons may be
obsolete although they remain on your system.

If your system does not contain avalue for akey aslisted in the following tables, do not
remove the key.

Keys and vaues are subject to change between releases.
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A-10

Table A-1 ServerWORKS Manager Console Registry Keys and Values

Registry Tree Remove keys or values
HKEY_CURRENT_USER\ SWMgrDB
Softwarel\ SWMgrDBEmpty
ODBC\
ODBC.INI\\
ODBC Data Sources\\
HKEY_CURRENT_USER\ SWMgrDB
Software\\
ODBC\
ODBC.INI\\
SWMgrDB\
HKEY_CURRENT_USER\ SWMgrDBEmMpty
Software\\
ODBC\
ODBC.INI\\
SWMgrDBEmpty\\
HKEY_CURRENT_USER\ SWMgr
System\\
CurrentControl Set\\
Services\\
EventLog\
Application\\
HKEY_LOCAL_MACHINE\ Serve'WORK S Manager Console
SOFTWAREN Serve'WORK S Manager Console
Digita EquipmentCorporation\\ Browser
HKEY_LOCAL_MACHINE\ ServerWORK Sv3.2
Softwarel\ SWMgrTME10
Microsoft\\
Windows\\
CurrentVersion\\
Uningtal\\
HKEY_LOCAL_MACHINE\ pwMgmt.EXE
Microsoft\\
Windows\\
CurrentVersion\\
AppPaths\\




Reference Information

Table A-2 ClientWORKS Registry Keys and Values

Registry Tree Remove keys or values
HKEY_LOCAL_MACHINE\ AsetWORKS Livel INK
SOFTWARE\ Cliet WORKS
Digita EquipmentCorporation\\ ClientWORK S DM IBrowser
ClientWORKS Init
ClietWORKS SMART
DMI
HKEY_CURRENT_USER CWiIngalllnit
\\Software CWSNMPL0
\\'\Q\'VC\;?FSS(‘:NS LiveLINK10
\\CurrentVersion SMARTLO
\WUningtall DMIPATH
HKEY_CURRENT USER Digital SmartMonitor
\Software
\\Microsoft
\\Windows
\\CurrentVersion
\\Run
HKEY_LOCAL_MACHINE\ Digital SmartServer
SOFTWARE\
Microsoft\\
Windows\
CurrentVerson\\
Run
HKEY_LOCAL_MACHINE\ SNMP TrapSeed
Software\\
Microsoft\\
Windows\
CurrentVerson\\
RunOnce\\
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Table A-2 ClientWORKS Registry Keys and Values (cont’d)

Registry Tree Remove keys or values
HKEY_LOCAL_MACHINE\ Read BIOS
SOFTWARE\
Microsoft\\
Windows\
CurrentVersion\\
RunService
HKEY_LOCAL_MACHINE\ SecureOnClient
SOFTWARE\ DMI Remoting Layer
Microsoft\\
Windows\
CurrentVersion\\
RunServicesOnce

Table A-3 Registry Keys and Values for Shared Agents

Registry Tree Remove keys or values
HKEY_CURRENT_USER\ DIGHRAG
Systemi\ DIGPVAG
CurrentControl Set\\ DIGSMAG
Servi g\lﬂ,:/l B CWDIGHRAG
Parameters\ CWDIGPVAG
ExtensionAgents\\
HKEY_LOCAL_MACHINE\ HostResourcesAgent
SOFTWAREN . ServerManagementAgent
Digita EquipmentCorporation\\ ServerSysemAgent
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Access, 5-5

converting ServerWORKS database, 2-32

Actions
for darms, 5-20
Adding devices manualy, 3-4
Adobe Acrobat reader, 2-24
Agent
definition of, 4-2
extension. See Extension agent
operations, 4-2
Agents
software requirements, 2-5
Alarm, 3-16, A-3
bells, 3-16
configuration, 3-12
status, 3-13
threshold, 3-12
Alarm bells, 1-12
Alarm counters, 1-12
Alarm log table, 5-8
Alarm notification
application launch, 5-25
email, 5-24
pager, 5-21
Alarm notification actions
frequency of, 5-21
Alarming, 3-1, 3-11
Alarms
colorsin display, 1-12
component status, 1-11
component threshold, 1-11
counters, 1-12
creating, procedure, 5-20
defining, procedure, 5-20
example of user action, 1-12
example using, 1-7
interface status, 1-11
notification actions, 5-20
receiving notificiation, 1-12
re-enable feature, 1-12

setting, 1-11

SNMP trap, 1-11

typesof, 1-11

viewing, 1-12, 3-13
alphanumeric paging, 5-21
APPL_GR, 56

Application launch alarm notification, 5-25

Audience
Preface, i

—B—

Background shape
icons, 5-10

Background tasks, 3-17

Batch files

to modify Registry, (example), 5-17

Bell darm, 3-15
Browsers, 3-1, 3-8
MIB, 3-8
MIF, 3-8
system, 3-8

—C—
Categories
for darms, 5-20
Checking network status, 1-11
ClientWORKS
installation, 2-13
integration, 1-16
MIFmaker program, 1-16
Version 2.90 or older, 2-17
in map view, (diag), 5-16
Color
default, 3-15
icon, 3-15
Com port, 5-23
Command line
application launch action, 5-25
Community names
default, 4-5, 5-26

Index-1



definition of, 4-5

in SNMP messages, 4-5
Compaq ProLiant 2500, 5-9
Component status alarms, 1-11
Component threshold alarms, 1-11
Configuring SNMP for trap forwarding, 4-4
Configuring SNMP security, 4-5
Configuring SNMP traps, 4-6
Conversion

ServerWORK S database to Access, 2-32
CPU utilization, 3-9
Customized maps, 3-4
Customized views, 1-10

—D—
Data collector, 3-18
Database, 3-3, 3-19
conversion, 2-32
files, 3-19
older versions, preserving, 2-10
restoring links, 2-15
Database tables
prefixes, 5-7
Database Utility, 5-8
and Alarm Log table, 5-8
procedures, 5-8
Database utlity
for repairing database tables, 5-8
Database
ManageWORKS, 2-13
preserving, 2-12
Databse tables
contents, 5-6
Default profile
Exchange mail, 5-24
DIGITAL hosts
browsing from another tool, 1-14
in ServerWORKS Explorer, 1-8
System Browser for, 1-10
DIGITAL SNMP Agent Extension, 4-3
DIGITAL UNIX, A-1
Discovering a network, 1-8, 5-1

Index-2

Discovery, 3-1, 3-2
finding new objects by system descriptor, 5-
1
IP, 3-2
Novell NetWare, 3-2
NT Server Management, 3-2
report, 3-16
sequence, querying for object type, 5-1
subsequent, 3-4

Disk utilization, 3-9

DMI browsing, 2-7

—FE—
Email alarm notification, 5-23
Email profile, 5-23

setting up in Exchange, 5-24
Enrolling DIGITAL MIBsin aNon-DIGITAL
System, 5-18
Environment variable

TEMP, 2-17
Event Dispatcher, 3-18

trap forwarding, 5-26
Event Logger, 3-18

problems, 2-35
Event Viewer

non-appearing events, 2-35
EVN_LOG, 5-6
Exchange mail settings, 5-24
Extension agent, 4-2

—F—
Fault management, 1-2
Forwarding traps, 5-26

—G—

Generic nodes, 5-1

Get Next operation, 4-2

Get operation, 4-2

Group management
objects, 5-4
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Hardware requirements
agents, 2-4

Hierarchical view, 1-9

Hierarchical viewer, 3-5

Hyperterminal, 2-18

HYPERTRM.EXE, 2-18

—]—
Installing
ServerWORK S Manager Console, 2-10
Installation
and Administrator privileges, 2-19
ClientWORKS, 2-13
guidelines for all components, 2-24
kit, 2-24
options explained, 2-7
order of components, 2-17
reasons for installing ServerWORKS
Manager, 1-2
tasks before you begin, 2-16
tasks performed after, 2-31
Installation
requirements
minimum hardware, 2-2
Installation requirements
minimum software, 2-3
installing
ClientWORKS, 2-13
ClientWORKS, 2-28
Documentation, 2-16
Mylex GAM, 2-15, 2-18, 2-30
RCM, 2-14
RSM, 2-14
ServerWORK S Manager Agent software, 2-
8, 2-25
ServerWORK S Manager Console, 2-26
StorageWorks, 2-15, 2-29
Tutorial, 2-16
Integration
with ClientWORKS, 1-16

Index

with enterprise-level network management
tools, 1-14
with Microsoft's SMS, 1-16
with other applications, 1-14
Interface status alarms, 1-11
IP Discovery, 3-2, 3-3
procedure, 5-1
IP Discovery Wizard, 1-8
adding new information, 1-8
IP port number
for SNMP traps, 4-4

—K—

KCRCM, A-1
integration, 1-15
Keyboard Conventions

Preface, iii

—L—
Launching ServerWORKS System Browser
from an enterprise-level manager, 5-19
Local groups

user rights as member, 2-36
Log record

problems, 2-35
Looking at the network

features, 1-9

IP discovery example, 1-4

—M—
Management console
definition of, 4-2
hardware requirements, 2-2
ServerWORKS Manager, 4-4
software prerequisites, 2-3
trap destination, 4-6
Management Information Bases. See MIBs
Manager. See Management console
ManageWORKS
upgrading, 2-12
Managing assets, 1-3

Index-3



Managing multi-vendor resources
from asingle console
example, 1-6
Managing networks
checking status, 1-11
customized views, 1-10
hierarchical view, 1-9
map view, 1-9
Microsoft, 1-13
monitoring, 1-10
Novell NetWare Servers, 1-13
topologica view, 1-9
Managing the desktop
example, 1-7
Managing Windows NT Resources
features, 1-13
Manual
on-line, 2-24
Map viewer, 1-9, 3-4
Maps
customized, 5-3
logical views, 5-3
Memory problems, 2-34
MIB
browser, 1-10, 3-10
compiler, 3-14
profiler, 3-14
MIB groups
assigning to an object, 5-11
enrolling, 5-11
MIB variables
defined, 5-11
finding in lists, 5-12
MIB_CLAS, 5-6
MIB_DESC, 5-6
MIB_NAME, 5-6
MIB_PROF, 5-6
MIB_TABL, 56
MIBs
compiling, 1-14
definition of, 4-1
information contained in, 4-1

Index-4

MIB Browser, 1-10
Microsoft Access
version conflict, 2-17
Microsoft clusters, 2-6
Microsoft networks
managing, 1-13
MIF Browsser, 3-11
MIF browsing using DMI, 1-16
MIFmaker program, 1-16
Modems
configuring, 5-23
Modifying objects

permanent change with batch file, 5-17

Monitoring CPU utilization
example, 1-5
Monitoring networks, 1-10
example, 1-5
Monitoring usage, 1-2
MS Exchange Settings profile, 5-23
Mylex GAM
integration with, 1-14
more information, A-2

—N—
NetWare File Servers, 3-5
NetWare Server Manager, 3-7
Network map, 3-3
Network statistics, 3-9
Networks
checking status, 1-11
discovering, 1-8
monitoring, 1-10
Notification, 5-23
Novell NetWare, A-2
Novell NetWare Discovery, 3-2, 3-3
Novell NetWare networks
in ServerWORKS Explorer, 1-8
managing, 1-13
NT administration
assigning privileges, 2-36
NT Server Management, 1-13, 3-5
Discovery, 3-2



NT Server Manager, 3-7
Numeric paging, 5-21

—0—
OBJ _DEF, 5-6
OBJ_IP, 5-6
OBJ_SNMP, 5-6
Object
manually adding, 3-8
type, 3-3
Object type
in map view, (diag.), 5-16
object types
associating Unknown.Type with a known
object type, 5-14
custom, 5-8
defining new,, 5-9
manually inserting on a map, 5-13
Objects
group management, 5-4
names, 5-9
selecting bitmaps, 5-9
Unknown.Type, 5-15
OobBC
version conflict, 2-16, 2-17, 2-33, 2-34
OpenVMS, A-2
OpenVMS Management Station, 2-11

—P—

Pager notification
procedure, 5-21
PagerWaitTime, 5-22

PCMGR.mdb, 5-5
Ping, 3-18
Ping Spray discovery method, 5-2
Pinging, 3-16
POLEDIT.EXE, 2-22
Poller, 3-17
Polling, 3-16
Polling frequency
for darms, 5-20

Index

Pre-installation considerations, all components,
2-8
Prerequisites

Preface, i

ServerWORK S Manager Installation, 2-2
Properties, 3-14
Public community, 5-26

—R—
RAID Storage Management
installation options, 2-7
Receiving ServerWORK S traps
in enterprise-level managers, 5-18
Registry
modifying for Discovery of new objects, 5-
16
Related Information
Preface, ii
table of additional sources, A-1
Remote Management Console, 1-15
Remote Management services
installation options, 2-7
Removing applications
ServerWORKS Manager, 2-17
Report, 3-16
discovery, 3-16
|P address, 3-16, 3-17
Reports, 3-1
RMC
installation, 2-14
RMC
integration with ServerWORKS, 1-15
Root object, 3-2
Router object type, 5-1
RSM, A-2
installation, 2-14
integration, 1-14

—S—

Sample bitmaps, 5-10
SCO UNIX, A-2
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Server object types, 5-1
Server objects, 3-5, 3-6
in ServerWORKS Explorer, 1-8
ServerWORKS Explorer, 3-5
customized views, 1-10
hierarchical view, 1-9, 3-5
starting, 1-8
with NetWare discovery, 3-3
with NT Server Management discovery, 3-2
ServerWORKS Manager
failure to launch, 2-33
multiple versions, guidelines for using, 2-10
upgrading from ManageWORKS, 2-12
ServerWORKS Manager Agent, 2-10
ServerWORK S Manager Console
and SNMP, 4-4
ServerWORKS Manager Database, 5-5
restoring links to, 2-32
ServerWORKS Manager Part Numbers
Preface, ii
ServerWORK S Manager, defined, 1-1
Service Packs, 2-16
and agent installation, 2-8
Set operation, 4-2
Setting alarms, 1-11
example, 1-7
Severity
for darms, 5-20
Shut down services
SNMP, 2-16
Snapshot, 5-3
SNMP, 3-3, A-4
extension agents, 2-9
objects, 3-5, 3-6
SNMP agents
configuring before installation, 2-16
configuring for Windows 95, 2-23
configuring for Windows NT4.0, 2-19
SNMP management console. See Management
console
SNMP messages
community namesin, 4-5

Index-6

SNMP objects

discovering, 1-8

in ServerWORKS Explorer, 1-8

MIB Browser, 1-10
SNMP operations

Get, 4-2

Get Next, 4-2

Set, 4-2

Trap. See Trap operation
SNMP services

failureto start, 2-35

invalid destination name, 2-36
SNMP setup, 4-5
SNMP sysDescr, 5-15
SNMP sysObjectID, 5-15
SNMP system components, 4-1
SNMP traps

alarms, 1-11

community name length, 2-35

configuring, 4-6

IP port numbers, 4-4
SNMP, and ServerWORKS Manager, 4-1
Software requirements

minimum, agents, 2-5
Start Host discovery method, 5-2
States

for darms, 5-20
Status dlarms, 1-11
Subsequent Discoveries, 3-4
Supported Platforms — SNMP Agents, 1-16
sSwcCC

integration, 1-14

more information, A-3
System

basic information, 5-3

vital statistics, 5-3
System Browser, 1-10, 3-9
System Policy Editor, 2-22

S
TAP, 521
TAPI, 521



TCP/IP, 3-3
discovering objects, 1-8
TEMP environment variable, 2-17
Terminal, 2-18
TERMINAL.EXE, 2-15, 2-18
Terminology
Preface, i
Third-party applications
integration, 1-15
Threshold alarms. See Alarms
TME 10 NetView, 2-18
Tools menu
customizing, 5-4
Trap destinations, specifying
procedure, 2-21
Trap forwarding, 4-6
definition, 5-26
Trap messages, 4-6
trap destination, 4-6
Trap operation, 4-2
TRAP_ENT, 5-6
Troubleshooting, 2-33
Tutorid

Index

installing, 2-24

—U—
Unacknowledged events, 2-35
User rights

NT administration, 2-36

—\V—

Viewer, 3-1, 3-4
customizing, 3-7
hierarchical, 3-5
map, 3-4

Viewing darms, 1-12

Views
customized, 1-10
hierarchical, 1-9
map, 1-9

—W—

Windows NT Service Pack, 2-16
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